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a b s t r a c t 

Although survey results show that the privacy of their personal data is an important issue 

for online users worldwide, most users rarely make an effort to protect this data actively and 

often even give it away voluntarily. Privacy researchers have made several attempts to ex- 

plain this dichotomy between privacy attitude and behavior, usually referred to as ‘privacy 

paradox’. While they proposed different theoretical explanations for the privacy paradox, 

as well as empirical study results concerning the relationship of individual factors on pri- 

vacy behavior and attitude, no comprehensive explanation for the privacy paradox has been 

found so far. We aim to shed light on the privacy paradox phenomenon by summarizing the 

most popular theoretical privacy paradox explanations and identifying the factors that are 

most relevant for the prediction of privacy attitude and behavior. Since many studies focus 

on the behavioral intention instead of the actual behavior, we decided to consider this topic 

as well. Based on a literature review, we identify all factors that significantly predict one of 

the three privacy aspects and report the corresponding standardized effect sizes ( β). The 

results provide strong evidence for the theoretical explanation approach called ‘privacy cal- 

culus’, with possibly gained benefits being among the best predictors for disclosing intention 

as well as actual disclosure. Other strong predictors for privacy behavior are privacy inten- 

tion, willingness to disclose, privacy concerns and privacy attitude. Demographic variables 

play a minor role, only gender was found to weakly predict privacy behavior. Privacy attitude 

was best predicted by internal variables like trust towards the website, privacy concerns or 

computer anxiety. Despite the multiplicity of survey studies dealing with user privacy, it is 

not easy to draw overall conclusions, because authors often refer to slightly different con- 

structs. We suggest the privacy research community to agree on a shared definition of the 

different privacy constructs to allow for conclusions beyond individual samples and study 

designs. 
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1. Introduction 

A multiplicity of digital technologies is used by most individ-
uals in industrialized countries nowadays. These newly ob-
tained technical capabilities certainly offer many benefits, but
they also come along with the omnipresence of data captur-
ing devices. Thus, it is not surprising the privacy of their per-
sonal data is a major concern for most online users. According
to recent survey results, an overwhelming majority of Ameri-
can adults (91%) think that consumers have lost control over
how personal information is collected and used by companies
( Pew Research Center, 2014 ) and half of the American inter-
net users worry about the amount of information available
about them online ( Pew Research Center, 2013 ). Regarding Eu-
ropean users, 57% are worried their personal data is not safe
( Symantec, 2015 ). If we also consider the increase of online pri-
vacy concerns between 2013 and 2014 among Asian users (e.g.,
India, South Korea, Hong Kong, China, Japan), African users
(e.g., Nigeria, Egypt, Kenya), South American users (e.g., Brazil),
Australian users, and Canadian users ( Ipsos and Centre for In-
ternational Governance Innovation, 2014; Ipsos MORI, 2014 ),
the privacy of personal data seem to be an important issue for
users worldwide. The expressed attitudes, however, stand in
harsh contrast to the fact that only one in four European users
read the terms and conditions in full when buying or sign-
ing up to products and services online. Beyond that, 59% con-
fessed to merely skim the terms and conditions when making
a purchase, whereas 14% never read them at all. Thirty per-
cent of the respondents would even trade their e-mail address
for money or the chance to win a prize or be entered in a raf-
fle and 17% are willing to give it away in exchange for access
to an app ( Symantec, 2015 ). Worldwide, 39% report to enforce
high privacy settings on social networks, 34% turn off loca-
tion tracking in apps and only 18% try to avoid using popular
data-gathering websites like Google and Facebook ( B2B Inter-
national with Kaspersky Lab, 2015 ). 

Yet this seemingly paradoxical behavior is not a new phe-
nomenon in the privacy research area. For at least ten years
now, privacy researchers attempt to explain the so-called ‘pri-
vacy paradox’, which describes the dichotomy of information
privacy attitude and actual information privacy behavior (e.g.,
Acquisti and Grossklags, 2005; Boyd and Ellison, 2007; Nor-
berg et al., 2007; Smith et al., 2011 ). On the one hand, users
express concerns about the handling of their personal data
and report a desire to protect their data, whereas at the same
time, they not only voluntarily give away these personal data
by posting details of their private life in social networks or us-
ing fitness trackers and online shopping websites which in-
clude profiling functions, but also rarely make an effort to pro-
tect their data actively, for example through the deletion of
cookies on a regular basis or the encryption of their e-mail
communication. 

Privacy researchers have made several attempts to explain
the privacy paradox during the last ten years ( Kokolakis, 2017 ).
They proposed different theoretical explanations for the pri-
vacy paradox, as well as empirical results from various studies
dealing with privacy attitude and/or privacy behavior. Never-
theless, no comprehensive explanation has been found so far
and user privacy remains a rather complex phenomenon that
 

cannot entirely be explained yet ( Kokolakis, 2017 ). The present
paper therefore aims to shed light on the privacy paradox by
summarizing the most popular theoretical privacy paradox
explanations and taking a closer look at the factors that have
been shown to significantly relate to user privacy. Based on
a literature review for the search term ‘privacy paradox’, we
tried to identify all factors that significantly predict privacy
attitude and privacy behavior. Therefore, we first collected all
articles that contain study results from either regression anal-
yses or structural equation models dealing with the relation-
ship of various predictor variables with at least one of the two
privacy aspects. Although privacy attitude originally refers to
the general appraisal of different privacy behaviors, it is often
operationalized as the assessment of privacy concerns or per-
ceived risk, respectively. We will therefore consider all three
approaches. Since many studies focus on the behavioral in-
tention instead of the actual behavior, we decided to include
this topic as well. We report the standardized effect size ( β)
that could be found in the included studies concerning the
association of the different predictor variables with one of the
privacy concepts. 

The remainder of this paper is organized as follows: In sec-
tion two, the methodological procedure is described, section
three summarizes the most popular theoretical explanation
attempts for the privacy paradox, section four focusses on the
empirical explanation attempts for the privacy paradox (i.e.,
the standardized effect sizes for all identified predictor vari-
ables are reported) and section five provides a detailed discus-
sion of the results, including the implications the empirical
study results hold for the theoretical privacy paradox expla-
nation attempts. 

2. Method 

We first conducted a literature search, resulting in a primary
list of 181 articles dealing with the privacy paradox. Based on
these articles, we identified the most popular theoretical ex-
planation attempts for the privacy paradox. To identify the
factors that are most appropriate for the prediction of privacy
attitude, concerns, perceived risk, behavioral intention and
behavior, we then excluded all articles that (a) provide empir-
ical evidence only based on the opinion of experts, (b) do not
describe quantitative user studies and (c) do not contain study
results from regression analyses or structural equation mod-
eling dealing with the relationship of various variables with at
least one of the above mentioned privacy aspects. We further
rated the quality of the included studies, but did not exclude
any article or study based on its quality rating. The method-
ological procedure is displayed in Fig. 1 . 

2.1. Literature search 

We used the keyword ‘privacy paradox’ to search for publica-
tions dealing with this topic in the databases Google Scholar,
ACM Digital Library, IEEE Xplore Digital Library and Scopus.
The search process took place between November 2015 and
February 2016. We excluded papers which were not published
in English or before 2006, since technological solutions affect-
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Fig. 1 – Graphical depiction of the review procedure. 
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ng privacy in the daily life of users like Smartphones or the 
nternet of Things have been evolving rapidly in the last ten 

ears. Therefore, empirical results that are obtained before 
006 may be based on different understandings of digital pri- 
acy and, as a consequence, differ systematically from newer 
ndings. 

Our preliminary list included 181 articles dealing with the 
rivacy paradox. We identified eight theoretical explanation 

ttempts for the privacy paradox which were referred to in at 
east two articles. These are summarized in section three. Of 
he 181 included articles, 53 dealt with the privacy behavior 
f users (41 assessed data disclosure behavior, 30 data protec- 
ion behavior). The behavioral intention was examined in 39 
rticles, whereas privacy attitude was assessed in 12, privacy 
oncerns in 47 and perceived privacy risk in 20 articles. 

.2. Inclusion of study results 

e decided about the inclusion of study results in the fur- 
her evaluation based on the guidelines for performing a sys- 
ematic literature review in the area of software engineering 
y Kitchenham (2004) . She distinguishes between five differ- 
nt levels of evidence drawn from empirical studies, based on 

he particular study design: Level 1 includes randomized con- 
rolled trials and level 2 pseudo-randomized controlled trails 
i.e., the allocation to the treatment is not random) and level 5 
he assessment of expert opinions based on theory or consen- 
us. No study design can definitely be assigned to level 3 and 4,
owever, there are several study designs that can be assigned 

o more than one level, namely randomized experiments that 
re performed in an artificial setting (level 1–4), comparative 
tudies with non-randomized concurrent controls and alloca- 
ion, cohort studies, case-control studies or interrupted time 
eries with a control group (level 1–3), comparative studies 
ith historical control, two or more single arm studies, or in- 

errupted time series without a parallel control group (level 
–3), pos t -test or pre-test/post-test case series (level 2–4) and 

uasi-randomized experiments that are performed in an arti- 
cial setting (level 3–4). We included only studies offering ev- 

dence on level 1 to 4, i.e., studies which results are based on
he opinion of experts were excluded. This is in line with the 
uggested procedure by Kitchenham (2004) to accept all lev- 
ls of evidence, except for level 5, which can be excluded if 
here are a reasonable number of studies that can be assigned 

o level 1–4. A total of 23 articles were excluded in this step,
eaving 158 articles. 

Of these 158 articles, 83 contained results from quantita- 
ive user studies. The other 75 articles, describing qualitative 
tudies (e.g., semi-structured or unstructured interviews) or 
tudies in which no data from users was assessed (e.g., mere 
athematical evaluations of technical solutions), were also 

xcluded. 
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Thirty-eight of the remaining 83 articles contained study
results from either regression analyses or structural equation
models dealing with the relationship of various variables with
at least one of the above mentioned privacy aspects: attitude,
concerns, perceived risk, behavior and behavioral intention.
These 38 articles constitute the final set of articles included
in the present review. A majority of the included studies (31)
is published in journals; however, six of the studies are pub-
lished in conference proceedings. 

2.3. Quality assessment 

We assessed the methodological quality of the included stud-
ies according to the quality attributes for survey research pro-
posed by Malhotra and Grover (1998) , as except for one, all of
the included studies rely on questionnaire-based surveys. The
fourth criterion (Is any form of triangulation used to cross val-
idate results?) was considered as irrelevant for survey studies
and therefore excluded. We evaluated the fulfillment of the
quality criterions based on the original definitions and on the
further detailing developed by Sommestad et al. (2014) . Each
study was rated independently by three reviewers. Differences
in the rating were solved afterwards through group discus-
sion. Although we did not exclude any study on the basis of its
quality rating, the reader is invited to evaluate the presented
results with respect to the according study quality. The results
of the quality assessment and the quality criterions can both
be found in the appendix. 

We also conducted power analyses for the included stud-
ies, using G 

∗Power ( Faul et al., 2009 ) for the regression and the
PLS-based SEM analyses and Free Statistics Calculators ( Soper,
2018 ) for the covariance-based SEM analyses. Since none of
the included studies fails to achieve sufficient power ( ≥ .8), we
did not exclude studies based on their lack of statistical power.

The results are presented in the next two sections, start-
ing with a summary of the eight most popular privacy expla-
nation attempts ( Section 3 ), followed by the empirical study
results concerning the relationship of different predictor vari-
ables and privacy attitude, privacy concern, perceived privacy
risk, privacy intention and privacy behavior ( Section 4 ). 

3. Theoretical privacy paradox explanation 

attempts 

The following section describes the most popular explana-
tions for the privacy paradox that have been proposed so far. A
prior review of possible explanation approaches can be found
in Kokolakis (2017) . 

3.1. Privacy calculus 

One of the most-established explanations for the privacy
paradox is based on the theoretical concept of the ‘homo oe-
conomicus’. In the economic sciences, the term ‘homo oe-
conomicus’ refers to the prototype of an economic human,
a consumer whose decisions and actions are all driven by
the attempt to maximize his/her benefits ( Rittenberg and Tri-
garthen, 2012; Flender and Müller, 2012 ). If this concept is ap-
plied to the privacy context, a user is expected to trade the
benefits that could be earned by data disclosure off against
the costs that could arise from revealing his/her data ( Lee and
Kwon, 2015 ). Typical benefits of sharing personal data include
financial discounts (e.g., by participating in consumer loyalty
programs), increased convenience (e.g., by keeping credit card
data stored with an online retailer) or improvement of social-
ization (e.g., by using social networks and messengers) ( Wang
et al., 2015; Wilson and Valacich, 2012 ). Data sharing costs,
on the other hand, are less tangible and include all sorts of
risk and negative consequences for disclosing personal data
(e.g., security impairments, identity theft, unintended third-
party usage, or social criticism and humiliation) ( Warshaw et
al., 2015 ). According to the privacy calculus model, if the an-
ticipated benefits of data sharing exceed the costs, a user is
expected to willingly give his/her data away ( Lee and Kwon,
2015 ). Nevertheless, s/he can still express concerns about the
loss of his/her data, leading to the observed discrepancy be-
tween the expressed concerns or attitude and the actual be-
havior. 

3.2. Bounded rationality & decision biases 

The recently described privacy calculus model postulates the
existence of a rational user, who performs reasoned trade-
off analyses for the decision to share (or protect) his/her
data. However, numerous studies on consumer decision be-
havior have shown that the decision making process is af-
fected by various cognitive biases and heuristics ( Acquisti
and Grossklags, 2007; Knijnenburg et al., 2013 ). For example,
it is unlikely that every consumer accesses exhaustive in-
formation concerning all possible costs and benefits when
making a data sharing decision (on the contrary, consumers
are often not even aware that their data is being collected
( Wakefield, 2013 )). Hence, their decision is based on incom-
plete information , which can lead to the over- or underestima-
tion of the costs and benefits and might therefore seem irra-
tional to an external observer, but at the same time fairly ra-
tional to the decision maker ( Flender and Müller, 2012 ). Fur-
thermore, the human ability for cognitive processing is lim-
ited to a certain degree, which means even if a consumer has
access to all necessary information, s/he might lack the abil-
ity to process all this information correctly and make an in-
formed decision ( Deuker, 2011 ). In the literature, this effect
is often referred to as bounded rationality ( Flender and Müller,
2012; Knijnenburg et al., 2013 ). The resulting imperfect deci-
sions often suffer from cognitive biases, because the decision
maker employs certain heuristics to compensate for his/her
bounded rationality ( Kokolakis, 2017; Symantec 2015; Wake-
field, 2013; Zafeiropoulou et al., 2013; Tversky and Kahneman,
1974 ). Hence, the resulting behavior might not reflect the orig-
inal intention or the expressed attitude towards that behavior.
Popular examples for these cognitive biases are: 

• The availability bias: People tend to overestimate the proba-
bility of events they can easily recall, e.g., because they are
very present in the media ( Schwarz et al., 1991 ). 

• The optimism bias: People tend to believe that they are at
less risk of experiencing a negative privacy event compared
to others ( Cho et al., 2010 ). 
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• The confirmation bias: People tend to search for or interpret 
information in a way that confirms their beliefs and as- 
sumptions ( Plous, 1993 ). 

• The affect bias: People judge quickly based on their affective 
impressions, thereby underestimating the risks of things 
they like and overestimating the risks of things they dislike 
( Slovic et al., 2002 ). 

• The immediate gratification bias , sometimes also referred to 
as hyperbolic discounting : People tend to value present bene- 
fits or risks more than those that lie in the future ( Acquisti 
and Grossklags, 2003 ). 

• The valence effect : People tend to overestimate the likeli- 
hood of favorable events ( Gold and Brown, 2009 ). 

• The framing effect : People respond differently dependent on 

the way a question is framed or information is presented 

( Tversky and Kahneman, 1981 ). 
• The phenomenon of rational ignorance : People ignore the 

potential costs of data sharing because the costs for learn- 
ing them, e.g., by reading the privacy policies, would be 
higher than the expected benefits from sharing the data 
( Downs, 1957 ). 

.3. Lack of personal experience and protection knowledge 

nother explanation accounts for the fact that few users have 
ctually suffered from online privacy invasions. As a con- 
equence, most privacy attitudes are based on heuristics or 
econdhand experiences. However, only personal experiences 
an form an attitude that is stable enough to significantly in- 
uence the corresponding behavior ( Dienlin and Trepte, 2015 ).

n addition to the resulting weak association between attitude 
nd behavior, some users might simply lack the ability to pro- 
ect their data, because they have no or only limited knowl- 
dge of technical solutions like the deletion of cookies, the 
ncryption of e-mails or the anonymization of communica- 
ion data, e.g., by using the Tor software ( Baek, 2014 ). 

.4. Social influence 

ost people are not autonomous in their decision to accept 
r reject the usage of a messaging application, a social net- 
ork or e-mail encryption software, respectively. It is rather 
ssumed that the social environment of an individual sig- 
ificantly influences his/her privacy decisions and behavior 
 Taddicken, 2014 ). Especially in collectivistic cultures, where 
ndividuals possess a strong ‘we’ consciousness, do users obey 
o social norms ( Beldad and Citra Kusumadewi, 2015 ). But so- 
ial influence does also occur in individualistic cultures, for in- 
tance when teenagers align to the example of their parents 
hen it comes to data sharing in social networks ( Van Gool 

t al., 2015 ). In both kinds of culture include individuals usu- 
lly at least to some extend the (supposed) opinion and behav- 
or of their peers and/or family in their decision to use a spe- 
ific technology or reveal their data. If significant others tend 

o self-disclose personal information, e.g., on social networks,
ome kind of social pressure can occur, eventually build on 

n idea of reciprocity, i.e., ‘if they disclose data it would be un- 
air not to do the same’ ( Flender and Müller, 2012 ). Sometimes,
he decision not to share personal data can even become a so- 
ial stigma, for anyone who refuses to disclose his/her habits,
ctions and attitudes ‘must have something terrible to hide’ 
 Hull, 2015 ). Hence, actual behavior is most likely affected by 
ocial factors, whereas the expressed attitude supposedly re- 
ects the unbiased opinion of the respective individual. 

.5. The risk and trust model 

t is most likely that the perceived risk of data-disclosing, as 
ell as the trustworthiness of the recipient affects the data 

haring attitude and behavior of an individual. Some authors 
xplain the privacy paradox by assuming that trust has a di- 
ect influence on privacy behavior, whereas the perceived risk 
nfluences the reported attitude and behavioral intention. Still 
his influence is not strong enough to affect the actual behav- 
or ( Norberg et al., 2007 ). Trust, which is an environmental fac-
or, has a stronger effect in concrete decision situations (i.e.,
ehavior). The perceived risk, on the other hand, dominates in 

bstract decision situations, for example when a user is asked 

f s/he would be willing to share his/her data in a hypotheti- 
al situation ( Flender and Müller, 2012 ), thereby producing the 
ichotomy between the reported attitude and the actual be- 
avior. 

.6. Quantum theory 

elying on quantum theory, Flender and Müller (2012 ) pro- 
ose another explanation for the privacy paradox. If human 

ecision-making underlies the same effects as the measure- 
ent process in quantum experiments, we can assume that 

he outcome of a decision process is not determined until the 
ctual decision is made ( Kokolakis, 2017 ) and two decisions 
re not interchangeable in terms of decision making ( Flender 
nd Müller, 2012 ). Hence, if an individual is asked about a po-
ential decision outcome prior to actually making the decision 

i.e., attitude rather than behavior is assessed), his/her answer 
oes not necessarily reflect the actual decision outcome. 

.7. Illusion of control 

n a series of studies, Brandimarte et al. (2013 ) dealt with the
ypothesis that users suffer from an ‘illusion of control’ when 

ealing with the privacy of their data. They found that users 
ndeed seem to confuse the control over the publication of 
nformation with the control over the assessment of that in- 
ormation by third parties. Therefore, users are more likely to 
llow the publication of personal information and even pro- 
ide more sensitive information, if they are given explicit con- 
rol over the publication of their data. If, on the other hand,
 third party is responsible for the publication of the same 
ata, users may perceive a loss of control and express con- 
erns about the usage of their data by others without autho- 
ization ( Brandimarte et al., 2009 ). According to this hypothe- 
is, the paradoxical behavior is caused by the false feeling of 
ontrol over the further usage of personal data, which occurs 
f users can initially decide over the publication of it (e.g., by 
osting in social networks and managing the privacy settings 
or the post). 



c o m p u t e r s  &  s e c u r i t y  7 7  ( 2 0 1 8 )  2 2 6 – 2 6 1  231 

Table 1 – Predictor variables for privacy attitude. 

Predictor variable Primary study Effect size ( β) Coefficient 

Privacy concerns 
For informational privacy Dienlin and Trepte (2015) 0.42 ∗∗∗ SEM 

For social privacy 0.33 ∗∗∗

For psychological privacy 0.25 ∗∗∗

∗∗∗p < .001. 

Table 2 – Predictor variables for social scientist’s attitude towards data sharing. 

Predictor variable Primary study Effect size ( β) Coefficient 

Perceived career benefit Kim and Adler (2015) 0.36 ∗∗∗ SEM 

Perceived career risk Kim and Adler (2015) −0.18 ∗∗∗ SEM 

∗∗∗p < .001. 

Table 3 – Predictor variables for attitude towards an information practice. 

Predictor variable Primary study Effect size ( β) Coefficient 

Concern for information privacy Schwaig et al. (2013) −0.70 ∗∗∗ SEM 

Computer anxiety Schwaig et al. (2013) −0.70 ∗∗∗ SEM 

Permission granted Schwaig et al. (2013) 0.66 ∗∗∗ SEM 

Consumer alienation Schwaig et al. (2013) −0.61 ∗∗∗ SEM 

Interaction with IT Schwaig et al. (2013) 0.52 ∗∗∗ SEM 

Self-esteem Schwaig et al. (2013) 0.51 ∗∗∗ SEM 

Transfer internally Schwaig et al. (2013) 0.51 ∗∗∗ SEM 

∗∗∗p < .001. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

3.8. The privacy paradox as methodological artefact 

Another potential reason for the dichotomy between behav-
ior and attitude is based on methodological considerations.
One explanation may be the inappropriate operationalization
of these constructs in the particular studies dealing with the
privacy paradox ( Dienlin and Trepte, 2015 ). Behavior is often
assessed as a dichotomous answer (for example by asking if
someone has a public Facebook profile or not), whereas atti-
tude is measured on a metric (e.g., a Likert-based) scale. How-
ever, dichotomous data always implies a potential limitation
of variance, which can in turn lead to a reduction of statistical
power. Hence, it is possible that in fact there is a strong rela-
tionship between attitude and behavior and previous studies
just failed to verify this relationship due to their inappropriate
operationalization. 

Another approach is based on the assumption of a multi-
dimensional nature of privacy. Dienlin and Trepte (2015 ) sug-
gest that it is important to distinguish between privacy atti-
tudes and privacy concerns on the one hand, and between
informational, social and psychological privacy on the other
hand. Indeed, a corresponding study by Dienlin and Trepte
(2015 ), which accounts for these different facets of privacy re-
vealed an indirect effect of privacy concerns on privacy be-
havior. Specifically, privacy concerns had an effect on privacy
attitudes, which in turn influenced privacy intentions, which
finally influenced privacy behavior. 

So far, no definite explanation for the privacy paradox has
been proposed. However, considering the variety of possible
explanations for the privacy paradox, either interpreting the
phenomenon or developing extensive models to shed light on
it, the dichotomy between privacy attitudes, concerns or per-
ceived risk and privacy behavior should not be perceived as
paradox anymore. To further understand which factors relate
to user privacy, we report the standardized effect size ( β) that
could be found in the included studies concerning the associ-
ation of the different predictor variables with privacy attitude,
privacy concern, perceived privacy risk, privacy intention and
privacy behavior in the next section. 

4. Empir ical pr ivacy paradox explanation 

attempts 

This section focuses on empirical attempts to explain the pri-
vacy paradox by investigating the factors that significantly
predict privacy attitude, concerns, perceived risk, behavioral
intention and behavior. To identify how important these fac-
tors are for the prediction of the different privacy aspects, we
will report the standardized effect sizes ( β) found in the in-
cluded studies for the various predictor variables ( Tables 1–
33 ). Effect sizes will be interpreted as small ( β = 0.10), medium
( β = 0.30) or large ( β = 0.50), as suggested by Cohen (1988 ) for
Pearson’s correlation coefficient. Only statistically significant
results are considered. Significance is presented together with
the corresponding effect size, with one asterisk indicating sig-
nificance on a 5% level ( p < .05), two asterisks on a 1% level
( p < .01), and three asterisks on a 0.1% level ( p < .001). Where
path analyses lack sufficient statistical power ( < 0.8), a ‘(i.p.)
is included in the effect size column. Predictor variables are
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Table 4 – Predictor variables for attitude towards social network games. 

Predictor variable Primary study Effect size ( β) Coefficient 

Perceived security Shin and Shin (2011) 0.50 ∗∗∗ SEM 

Perceived playfulness Shin and Shin (2011) 0.47 ∗∗∗ SEM 

∗∗∗p < .001. 

Table 5 – Predictor variables for attitude towards location-based social network applications. 

Predictor variable Primary study Effect size ( β) Coefficient 

Perceived benefit Koohikamali et al. (2015) 0.50 ∗∗∗ SEM 

Perceived risk Koohikamali et al. (2015) −0.37 ∗∗∗ SEM 

Social norm Koohikamali et al. (2015) 0.14 ∗∗ (i.p.) SEM 

Opinion leadership Koohikamali et al. (2015) 0.08 ∗ (i.p.) SEM 

∗p < .05. 
∗∗p < .01. 
∗∗∗p < .001. 

Table 6 – Predictor variables for attitude towards a location-based mobile website. 

Predictor variable Primary study Effect size ( β) Coefficient 

Trust Zhang et al. (2014) 0.79 ∗∗ SEM 

∗∗p < .01. 

Table 7 – Predictor variables for general privacy concerns. 

Predictor variable Primary study Effect size ( β) Coefficient 

Consumer alienation Schwaig et al. (2013) 0.60 ∗∗∗ SEM 

Self-esteem Schwaig et al. (2013) −0.54 ∗∗∗ SEM 

Perceived risk Liao et al. (2011) 0.44 ∗∗∗ SEM 

Computer anxiety Schwaig et al. (2013) 0.37 ∗∗∗ SEM 

Disposition to privacy Li (2014a) 0.36 ∗∗∗ SEM 

Social awareness Liao et al. (2011) 0.20 ∗∗∗ SEM 

Gender Abbas and Mesch (2015) 0.17 ∗∗ Regression 
Internet anxiety Li (2014a) 0.17 ∗ (i.p.) SEM 

General willingness to share Taddicken (2014) −0.15 ∗∗∗ SEM 

Internet literacy Liao et al. (2011) 0.14 ∗∗ SEM 

Culture - collectivism Abbas and Mesch (2015) 0.10 ∗ (i.p.) Regression 

∗p < .05. 
∗∗p < .01. 
∗∗∗p < .001. 

Table 8 – Predictor variables for website specific privacy concerns. 

Predictor variable Primary study Effect size ( β) Coefficient 

Perceived privacy risk Xu et al. (2013) 0.69 ∗∗ SEM 

Website reputation Li (2014a) −0.20 ∗∗ (i.p.) SEM 

Li (2014b) −0.28 ∗∗ SEM 

For high reputation websites −0.26 ∗∗

For low reputation websites −0.45 ∗∗

Disposition to privacy Li (2014a) 0.23 ∗ (i.p.) SEM 

Li (2014b) 0.20 ∗ (i.p.) SEM 

For high reputation websites 0.20 ∗ (i.p.) 
For low reputation websites 0.26 ∗∗ (i.p.) 
Website familiarity Li (2014b) −0.20 ∗∗ (i.p.) SEM 

For high reputation websites −0.20 ∗∗ (i.p.) 
Information control Xu et al. (2013) −0.20 ∗∗ (i.p.) SEM 

Existence of a security cue Zhang et al. (2014) 0.20 ∗ (i.p.) SEM 

∗p < .05. 
∗∗p < .01. 
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Table 9 – Predictor variables for context specific privacy concerns. 

Predictor variable Primary study Effect size ( β) Coefficient 

Perceived control Xu et al. (2012) −0.60 ∗∗ SEM 

Industry self-regulation Xu et al. (2012) −0.19 ∗∗ SEM 

Privacy experience Xu et al. (2012) 0.16 ∗ (i.p.) SEM 

∗p < .05. 
∗∗p < .01. 

Table 10 – Predictor variables for health information privacy concerns. 

Predictor variable Primary study Effect size ( β) Coefficient 

Perceived health information sensitivity Bansal et al. (2010) 0.28 ∗∗∗ SEM 

Previous online privacy invasion Bansal et al. (2010) 0.17 ∗∗∗ SEM 

∗∗∗p < .001. 

Table 11 – Predictor variables for teenage privacy concerns on SNS. 

Predictor variable Primary study Effect size ( β) Coefficient 

Perceived ease of privacy control Jia et al. (2015) −0.18 ∗∗∗ (i.p.) SEM 

SNS use frequency Jia et al. (2015) 0.14 ∗∗ (i.p.) SEM 

Feng and Xie (2014) 0.12 ∗∗ (i.p.) SEM 

Parental privacy concern Wisniewski et al. (2015) 0.13 ∗∗ (i.p.) SEM 

Feng and Xie (2014) 0.12 ∗∗ (i.p.) SEM 

Risky interaction Jia et al. (2015) 0.10 ∗ (i.p.) SEM 

Wisniewski et al. (2015) 0.10 ∗ (i.p.) SEM 

∗p < .05. 
∗∗p < .01. 
∗∗∗p < .001. 

Table 12 – Predictor variables for perceived privacy risk. 

Predictor variable Primary study Effect size ( β) Coefficient 

Privacy concerns Miltgen et al. (2013) 0.34 ∗∗∗ SEM 

Zhou (2015) 0.23 ∗∗ SEM 

Li et al. (2011) 0.22 ∗∗∗ SEM 

Keith et al. (2013) 0.18 ∗∗∗ SEM 

Level of trust in the recipient’s ability to protect data Beldad et al. (2011) −0.32 ∗∗∗ Regression 
Personalization Xu et al. (2011) 0.29 ∗∗ SEM 

Perceived relevance of information Li et al. (2011) −0.28 ∗∗∗ SEM 

Perceived privacy regulatory protection Miltgen and Smith (2015) −0.25 ∗∗∗ SEM 

Privacy risk awareness Keith et al. (2013) 0.25 ∗∗∗ SEM 

Initial joy Li et al, (2011) −0.21 ∗∗∗ SEM 

Prior experience with privacy infringement Xu et al. (2011) 0.20 ∗∗ SEM 

Bansal et al. (2010) 0.17 ∗∗∗ SEM 

Baek and Kim (2014) 0.08 ∗∗∗ Regression 
Assessment of data sensitivity 
for publicly accessible contact data Beldad et al. (2011) 0.18 ∗ Regression 
for confidential data 0.19 ∗∗

Initial fear Li et al. (2011) 0.17 ∗ (i.p.) SEM 

Trust Zhou (2015) −0.15 ∗ SEM 

Miltgen and Smith (2015) −0.10 ∗∗ SEM 

Age Baek and Kim (2014) −0.10 ∗∗∗ Regression 
Gender Baek and Kim (2014) 0.02 ∗ (i.p.) Regression 
Maternalistic personality Baek and Kim (2014) 0.11 ∗∗ Regression 

∗p < .05. 
∗∗p < .01. 
∗∗∗p < .001. 
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Table 13 – Predictor variables for general intention to disclose information. 

Predictor variable Primary study Effect size ( β) Coefficient 

Website trust Bansal et al. (2010) 0.85 ∗∗∗ SEM 

Li (2014a) 0.42 ∗∗∗ SEM 

Wakefield (2013) 0.23 ∗∗ SEM 

Website privacy concern Li (2014a) −0.43 ∗∗∗ SEM 

Perceived privacy risk Keith et al. (2013) −0.42 ∗∗∗ SEM 

Li et al. (2011) −0.37 ∗∗ SEM 

Norberg et al. (2007) −0.34 ∗ Regression 
Privacy concern Bansal et al. (2010) −0.27 ∗∗∗ SEM 

Li et al. (2011) −0.15 ∗ (i.p.) SEM 

Keith et al. (2013) −0.07 ∗∗ (i.p.) SEM 

Privacy protection belief Wakefield (2013) 0.26 ∗∗∗ SEM 

Li et al. (2011) 0.19 ∗ SEM 

Perceived benefits Keith et al. (2013) 0.22 ∗∗∗ SEM 

Positive affect (enjoyment) Wakefield (2013) 0.19 ∗∗ SEM 

Negative affect Wakefield (2013) −0.11 ∗ (i.p.) SEM 

Prior positive experience with the website Bansal et al. (2010) 0.08 ∗∗ (i.p.) SEM 

Employment Keith et al. (2013) 0.07 ∗∗ (i.p.) SEM 

∗p < .05. 
∗∗p < .01. 
∗∗∗p < .001. 

Table 14 – Predictor variables for intention to disclose information on SNS. 

Predictor variable Primary study Effect size ( β) Coefficient 

Perceived benefit Xu et al. (2013) 0.81 ∗∗∗ SEM 

Xu et al. (2013) 0.81 ∗∗∗ Regression 
Willingness Van Gool et al. (2015) 0.34 ∗∗∗ SEM 

Attitude Van Gool et al. (2015) 0.32 ∗∗∗ SEM 

Privacy concerns Xu et al. (2013) −0.19 ∗ (i.p.) SEM 

Xu et al. (2013) −0.14 ∗∗ (i.p.) Regression 
Subjective norm of friends Van Gool et al. (2015) 0.17 ∗∗∗ SEM 

Subjective norm of parents Van Gool et al. (2015) 0.15 ∗∗∗ SEM 

Gender Van Gool et al. (2015) 0.11 ∗∗∗ SEM 

Age Van Gool et al. (2015) 0.07 ∗ SEM 

∗p < .05. 
∗∗p < .01. 
∗∗∗p < .001. 

Table 15 – Predictor variables for intention to make Facebook data publicly accessible. 

Predictor variable Primary study Effect size ( β) Coefficient 

Need for consent 
For activity data Knijnenburg et al. (2013) −0.25 ∗∗∗ Regression 
For location data −0.14 ∗

For contact data −0.58 ∗∗∗

Trust in Facebook 
For activity data Knijnenburg et al. (2013) 0.30 ∗∗∗ Regression 
For location data 0.33 ∗∗∗

For contact data 0.28 ∗∗∗

For interests data 0.49 ∗∗∗

Knowledge about privacy policy 
For location data Knijnenburg et al. (2013) −0.10 ∗ (i.p.) Regression 
For interests data −0.16 ∗∗∗

∗p < .05. 
∗∗∗p < .001. 
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Table 16 – Predictor variables for intention to disclose data to an online retailer. 

Predictor variable Primary study Effect size ( β) Coefficient 

Collection concerns 
For health data Knijnenburg et al. (2013) −0.16 ∗ (i.p.) Regression 
For contact data −0.45 ∗∗∗

For interests data −0.21 ∗

For work data −0.27 ∗∗∗

Control concerns 
For interests data Knijnenburg et al. (2013) 0.23 ∗ Regression 
For work data 0.23 ∗

∗p < .05. 
∗∗∗p < .001. 

Table 17 – Predictor variables for willingness to disclose information. 

Predictor variable Primary study Effect size ( β) Coefficient 

Liked targeted ads 
For browsing information Leon et al. (2013) 0.68 ∗∗∗ Regression 
For computer information 0.59 ∗∗∗

For demographic information 0.62 ∗∗∗

For location information 0.62 ∗∗∗

For personally identifiable information 0.62 ∗∗∗

Perceived value 
For covert-based scenario Xu et al. (2011) 0.60 ∗∗ SEM 

For overt-based scenario 0.56 ∗∗

Retention period: indefinite 
For browsing information Leon et al. (2013) −0.47 ∗∗∗ Regression 
For demographic information −0.17 ∗

For location information −0.28 ∗∗∗

Privacy concerns Lee and Cranage (2011) −0.41 ∗∗∗ Regression 
For browsing information Leon et al. (2013) −0.29 ∗∗∗ Regression 
For computer information −0.25 ∗∗∗

For demographic information −0.33 ∗∗∗

For location information −0.34 ∗∗∗

For personally identifiable information −0.26 ∗∗∗

Perceived usefulness Lee and Cranage (2011) 0.33 ∗∗∗ Regression 
Usage scope: health site and Facebook 
For location information Leon et al. (2013) −0.33 ∗∗∗ Regression 
For personally identifiable information −0.33 ∗∗∗

Usage scope: all sites 
For browsing information Leon et al. (2013) −0.30 ∗∗∗ Regression 
Facebook usage 
For browsing information Leon et al. (2013) 0.15 ∗∗∗ Regression 
For computer information 0.22 ∗∗∗

For demographic information 0.21 ∗∗∗

For location information 0.19 ∗∗∗

For personally identifiable information 0.19 ∗∗∗

Personal innovativeness 
For covert-based scenario Xu et al. (2011) 0.19 ∗∗ SEM 

For overt-based scenario 0.11 ∗ (i.p.) 
Coupon proneness 
For covert-based scenario Xu et al. (2011) 0.15 ∗∗ (i.p.) SEM 

Age 
For demographic information Leon et al. (2013) −0.004 ∗ Regression 
For location information −0.008 ∗∗∗

∗p < .05. 
∗∗p < .01. 
∗∗∗p < .001. 
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Table 18 – Predictor variables for willingness to disclose information about peer relationships on Facebook. 

Predictor variable Primary study Effect size ( β) Coefficient 

Prototype similarity Van Gool et al. (2015) 0.32 ∗∗∗ SEM 

Prototype favorability Van Gool et al. (2015) 0.21 ∗∗∗ SEM 

Attitude Van Gool et al. (2015) 0.13 ∗∗∗ SEM 

Gender Van Gool et al. (2015) 0.11 ∗∗∗ SEM 

Age Van Gool et al. (2015) 0.07 ∗ SEM 

∗p < .05. 
∗∗∗p < .001. 

Table 19 – Predictor variables for general information disclosure. 

Predictor variable Primary study Effect size ( β) Coefficient 

General Willingness to Self-disclose Taddicken (2014) 0.59 ∗∗∗ SEM 

Number of applications Taddicken (2014) −0.35 ∗∗∗ SEM 

Ads awareness Wang et al. (2015) −0.28 ∗∗∗ SEM 

Social relevance Taddicken (2014) 0.27 ∗∗∗ SEM 

Existence of a security cue (certificate warning) Zhang et al. (2014) 0.14 ∗ SEM 

Comfort level in disclosing information Wang et al. (2015) 0.13 ∗ SEM 

Intent to disclose Keith et al. (2013) 0.12 ∗∗ SEM 

Control over what information is used for Wang et al. (2015) −0.12 ∗∗ SEM 

Age Taddicken (2014) −0.02 ∗∗∗ (i.p.) SEM 

∗p < .05. 
∗∗p < .01. 
∗∗∗p < .001. 

Table 20 – Predictor variables for information disclosure on SNS. 

Predictor variable Primary study Effect size ( β) Coefficient 

Privacy intention 
Informational privacy Dienlin and Trepte (2015) −0.65 ∗∗∗ SEM 

Psychological privacy −0.79 ∗∗∗

Privacy concerns Becker and Pousttchi (2012) −0.43 ∗∗∗ SEM 

Privacy attitude 
Informational privacy Dienlin and Trepte (2015) −0.11 ∗ SEM 

Psychological privacy −0.08 ∗ (i.p.) 

∗p < .05. 
∗∗∗p < .001. 
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isted in descending order according to the respective effect 
izes, i.e., the best predictor is always reported first and the 
orst predictor last. The reported effect sizes are either re- 

rieved from regression analyses or structural equation mod- 
ling. Thus, the corresponding type of coefficient is reported 

n the last column, with ‘SEM’ referring to effect sizes from 

tructural equation modeling and ‘Regression’ to those from 

egression analyses. 

.1. Privacy attitude, privacy concerns and perceived 

rivacy risk 

he theoretical construct ‘attitude towards privacy’ actually 
efers to the general appraisal of different privacy behaviors.
owever, it is often assessed as ‘privacy concerns’ or ‘per- 
eived privacy risk’. Since the relationship between attitude,
oncerns and perceived risk is not clearly defined in the liter- 
ture, we will deal with the constructs separately. 
.1.1. Attitude 
ome of the included studies actually assessed privacy at- 
itude, i.e., the more general evaluation of a certain pri- 
acy behavior or privacy relevant product, instead of more 
pecific privacy concerns or perceived privacy risk. Dienlin 

nd Trepte (2015 ) differentiate three aspects of privacy atti- 
ude, Kim and Adler (2015 ) focused on social scientists’ atti- 
ude towards sharing research data and Schwaig et al. (2013 ) 
nvestigated users’ attitude towards the information practice 
f corporations. Other studies assessed specific privacy atti- 
udes, namely towards social network games, location-based 

ocial network applications and a location-based mobile web- 
ite. 

.1.1.1. Privacy attitude In their study, Dienlin and Trepte 
2015 ) distinguish between three different privacy concepts: 
1) Informational privacy, i.e., (not) giving identifiable infor- 

ation on Facebook, (2) social privacy, i.e., restricting ac- 
ess to one’s Facebook profile, and (3) psychological pri- 
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Table 21 – Predictor variables for information disclosure on SNS (breadth). 

Predictor variable Primary study Effect size ( β) Coefficient 

Privacy concerns Becker and Pousttchi (2012) −0.43 ∗∗∗ SEM 

Gender Li et al. (2015) −0.18 ∗∗ (i.p.) SEM 

For young users ( < 24) −0.21 ∗∗

For middle-aged users (25–39) −0.20 ∗∗

For older users ( > 40) −0.19 ∗ (i.p.) 
User activeness and experience on SNS 
For older users ( > 40) Li et al. (2015) 0.07 ∗ (i.p.) SEM 

Age Li et al. (2015) −0.04 ∗ SEM 

For male users −0.05 ∗ (i.p.) 
For female users −0.05 ∗ (i.p.) 
Number of posted blogs Li et al. (2015) 0.01 ∗∗ (i.p.) SEM 

For male users 0.01 ∗∗ (i.p.) 
For female users 0.01 ∗∗ (i.p.) 
For young users ( < 24) 0.01 ∗∗ (i.p.) 
For middle-aged users (25–39) 0.01 ∗∗ (i.p.) 
For older users ( > 40) 0.01 ∗∗ (i.p.) 
Number of friends 
For female users Li et al. (2015) 0.01 ∗ (i.p.) SEM 

∗p < .05. 
∗∗p < .01. 
∗∗∗p < .001. 

Table 22 – Predictor variables for information disclosure on SNS (depth). 

Predictor variable Primary study Effect size ( β) Coefficient 

Gender Li et al. (2015 ) −0.20 ∗∗ (i.p.) SEM 

For young users ( < 24) −0.25 ∗∗

For middle-aged users (25–39) −0.20 ∗∗

Age Li et al. (2015 ) −0.03 ∗ (i.p.) SEM 

For female users −0.03 ∗(i.p.) 
User activeness and experience on SNS 
For older users ( > 40) Li et al. (2015 ) −0.03 ∗ (i.p.) SEM 

Number of friends 
For female users Li et al. (2015 ) 0.01 ∗ (i.p.) SEM 

Number of posted blogs Li et al. (2015 ) 0.01 ∗ (i.p.) SEM 

∗p < .05. 
∗∗p < .01. 

Table 23 – Predictor variables for information disclosure on SNS (less sensitive information). 

Predictor variable Primary study Effect size ( β) Coefficient 

Gender Li et al. (2015 ) −0.17 ∗∗ (i.p.) SEM 

For young users ( < 24) −0.17 ∗∗ (i.p.) 
For middle-aged users (25–39) −0.16 ∗∗ (i.p.) 
For older users ( > 40) −0.15 ∗ (i.p.) 
User activeness and experience on SNS 
For older users ( > 40) Li et al. (2015 ) 0.07 ∗ (i.p.) SEM 

Age Li et al. (2015 ) −0.04 ∗ (i.p.) SEM 

For male users −0.04 ∗ (i.p.) 
For female users 0.05 ∗ (i.p.) 
Number of posted blogs Li et al. (2015 ) 0.01 ∗∗ (i.p.) SEM 

For male users 0.01 ∗∗ (i.p.) 
For female users 0.01 ∗∗ (i.p.) 
For young users ( < 24) 0.01 ∗∗ (i.p.) 
For middle-aged users (25–39) 0.01 ∗∗ (i.p.) 
For older users ( > 40) 0.01 ∗∗ (i.p.) 
Number of friends 
For female users Li et al. (2015 ) 0.01 ∗ (i.p.) SEM 

∗p < .05. 
∗∗p < .01. 
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Table 24 – Predictor variables for teenage information disclosure on social media. 

Predictor variable Primary study Effect size ( β) Coefficient 

Intention 
For peer relationship information Van Gool et al. (2015 ) 0.58 ∗∗∗ SEM 

Basic information disclosure 
For sensitive information Wisniewski et al. (2015 ) 0.29 ∗∗∗ SEM 

Network size/ Number of friends 
For contact informatio n Xie and Kang (2015 ) 0.21 ∗∗∗ Regression 
For insensitive information 0.24 ∗∗∗

SNS complexity 
For personal information Jia et al. (2015 ) 0.20 ∗∗∗ SEM 

For sensitive information 0.23 ∗∗∗

SNS use frequency 
For personal information Jia et al. (2015 ) 0.21 ∗∗∗ SEM 

Xie and Kang (2015 ) 0.10 ∗ (i.p.) Regression 
For sensitive information Jia et al. (2015 ) 0.17 ∗∗∗ (i.p.) SEM 

Willingness 
For peer relationship information Van Gool et al. (2015 ) 0.17 ∗∗∗ SEM 

Gender Jia et al. (2015 ) −0.12 ∗∗ (i.p.) SEM 

For contact informatio n Xie and Kang (2015 ) −0.16 ∗∗∗ Regression 
For peer relationship information Van Gool et al. (2015 ) 0.17 ∗∗∗ SEM 

Age Jia et al. (2015 ) 0.16 ∗∗ (i.p.) SEM 

For personal information Xie and Kang (2015 ) 0.15 ∗∗ Regression 
For peer relationship information Van Gool et al., 2015 ) 0.06 ∗ SEM 

Privacy settings 
For contact information Xie and Kang (2015 ) −0.10 ∗ (i.p.) Regression 
For insensitive information −0.14 ∗∗

Parental direct intervention Wisniewski et al. (2015 ) −0.13 ∗∗ (i.p.) SEM 

Having SNS friends that do not go to school with the participant 
For personal information Xie and Kang (2015 ) 0.10 ∗ Regression 
Having strangers as SNS friends 
For contact information Xie and Kang (2015 ) 0.13 ∗ Regression 
For insensitive information 0.12 ∗

Trust in other people 
For contact informatio n Xie and Kang (2015 ) 0.10 ∗ Regression 

∗p < .05. 
∗∗p < .01. 
∗∗∗p < .001. 

Table 25 – Predictor variables for information disclosure towards a mobile app recommender. 

Predictor variable Primary study Effect size ( β) Coefficient 

Collection concerns 
For context data Knijnenburg et al. (2013 ) 0.46 ∗∗∗ Regression 
For demographic data 0.22 ∗∗∗

Mobile internet usage 
For context data Knijnenburg et al. (2013 ) 0.25 ∗∗∗ Regression 
For demographic data 0.15 ∗

∗p < .05. 
∗∗∗p < .001. 
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acy, i.e., (not) communicating personal information on Face- 
ook. Privacy concerns regarding informational privacy are 
 mediocre to good predictor for informational privacy at- 
itude, whereas social privacy concerns moderately pre- 
ict social privacy attitude and psychological privacy con- 
erns weak to moderately predict psychological privacy 
ttitude. 

.1.1.2. Social scientist’s attitude towards data sharing Social 
cientist’s attitude towards sharing research data is moder- 
tely predicted by the subjectively gained career benefit and 

ather weakly by the perceived career risk. 

.1.1.3. Attitude towards an information practice The infor- 
ation practice of a corporation describes the procedure the 

orporation follows in the handling of a consumer’s personal 
nformation. The consumer’s attitude towards this informa- 
ion practice is very well predicted by his/her concern for in- 
ormation privacy and computer anxiety. Other good predic- 
ors are whether s/he has granted the corporation permis- 
ion to use his/her personal data, the feeling of consumer 
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Table 26 – Predictor variables for location disclosure on location-based social network application. 

Predictor variable Primary study Effect size ( β) Coefficient 

Attitude towards location-based social network application Koohikamali et al. (2015 ) 0.43 ∗∗∗ SEM 

Incentives Koohikamali et al. (2015 ) 0.11 ∗ (i.p.) SEM 

∗p < .05. 
∗∗∗p < .001. 

Table 27 – Predictor variables for sharing of profile information in a mobile app. 

Predictor variable Primary study Effect size ( β) Coefficient 

Intent to disclose Keith et al. (2013 ) 0.13 ∗∗∗ SEM 

∗∗∗p < .001. 

Table 28 – Predictor variables for usage of a location sharing application. 

Predictor variable Primary study Effect size ( β) Coefficient 

Benefits – entertainment Beldad and Citra Kusumadewi (2015 ) 0.32 ∗∗∗ Regression 
Social influence Beldad and Citra Kusumadewi (2015 ) 0.21 ∗∗∗ Regression 
Intent to disclose Keith et al. (2013 ) 0.18 ∗∗∗ SEM 

Benefits – impression management Beldad and Citra Kusumadewi (2015 ) 0.15 ∗∗∗ Regression 
Competence-based trust in LSA Beldad and Citra Kusumadewi (2015 ) 0.14 ∗∗∗ Regression 
General trust in LSA network Beldad and Citra Kusumadewi (2015 ) 0.11 ∗∗ Regression 

∗∗p < .01. 
∗∗∗p < .001. 

Table 29 – Predictor variables for usage of social network games. 

Predictor variable Primary study Effect size ( β) Coefficient 

Usage intention Shin and Shin (2011 ) 0.39 ∗ SEM 

∗p < .05. 

Table 30 – Predictor variables for privacy settings on SNS. 

Predictor variable Primary study Effect size ( β) Coefficient 

Privacy intention 
For informational privacy Dienlin and Trepte (2015 ) 0.65 ∗∗∗ SEM 

For social privacy 0.45 ∗∗∗

For psychological privacy 0.79 ∗∗∗

Privacy concerns 
For Hyves, random sample Utz and Kramer (2009 ) 0.35 ∗∗ Regression 
For Hyves, self selected sample 0.29 ∗∗∗

For StudiVZ 0.21 ∗∗

Perceived norms regarding what to show only to friends 
For Hyves, random sample Utz and Kramer (2009 ) 0.33 ∗∗ Regression 
For StudiVZ 0.31 ∗∗

Impression management 
For Hyves, self selected sample Utz and Kramer (2009 ) 0.22 ∗∗ Regression 
Privacy attitude 
For informational privacy Dienlin and Trepte (2015 ) 0.11 ∗ (i.p.) SEM 

For social privacy 0.20 ∗∗∗

For psychological privacy 0.08 ∗ (i.p.) 
Narcissism 

For StudiVZ Utz and Kramer (2009 ) −0.16 ∗ (i.p.) Regression 

∗p < .05. 
∗∗p < .01. 
∗∗∗p < .001. 
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Table 31 – Predictor variables for teenage privacy settings on SNS. 

Predictor variable Primary study Effect size ( β) Coefficient 

Privacy concerns about their online data being collected by marketers 
Implementation of privacy-setting strategies Feng and Xie (2014 ) 0.17 ∗∗∗ SEM 

Teenage level of SNS use 0.10 ∗ (i.p.) 

∗p < .05. 
∗∗∗p < .001. 

Table 32 – Predictor variables for privacy-protective behaviors. 

Predictor variable Primary study Effect size ( β) Coefficient 

Years of internet experience 
Technical behavior Park (2015 ) 0.25 ∗∗∗ SEM 

Social behavior 0.21 ∗∗∗

Comparative optimism toward young users Baek and Kim (2014 ) 0.24 ∗∗ Regression 
Perceived rewards for data disclosure Miltgen and Smith (2015 ) −0.24 ∗∗∗ SEM 

Privacy risk concerns Miltgen and Smith (2015 ) 0.23 ∗∗∗ SEM 

Internet use 
Technical behavior Baek and Kim (2014 ) 0.11 ∗ Regression 
Social behavior Park (2015 ) 0.11 ∗ (i.p.) SEM 

0.21 ∗∗∗

Gender Baek and Kim (2014 ) −0.04 ∗∗ (i.p.) Regression 
Technical behavior Park (2015 ) −0.19 ∗∗∗ SEM 

Autonomy 
Technical behavior Park (2015 ) 0.15 ∗∗ SEM 

Age 
Technical behavior Park (2015 ) −0.14 ∗∗ SEM 

Social behavior −0.15 ∗∗

Perceived personal risk Baek and Kim (2014 ) 0.14 ∗∗ Regression 
Household income 
Social behavior Park (2015 ) −0.13 ∗ SEM 

∗p < .05. 
∗∗p < .01. 
∗∗∗p < .001. 
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lienation (i.e., feeling unable to influence market practices,
arket environment or events within the marketplace, ac- 

ompanied by a distrust of business and market practices),
hether the consumer generally interacts with IT, the level of 

he consumer’s self-esteem and whether the corporation only 
ransfers the information internally. 

.1.1.4. Attitude towards social network games Both per- 
eived security and perceived playfulness of a social network 
ame are relatively good predictors for the user’s attitude to- 
ards such games. 

.1.1.5. Attitude towards location-based social network applica- 
ions The attitude towards location-based social network ap- 
lications is predicted well and moderately to well by the per- 
eived benefit and risk associated with using the application,
espectively. Weak predictors are the social norm towards the 
pplication and the degree to which the user sees his-/herself 
s opinion leader, i.e., someone whose opinion influences oth- 
rs to make decisions. 

.1.1.6. Attitude towards a location-based mobile website The 
ttitude towards a fictitious mobile website which provides 
estaurant recommendations based on the users current lo- 
ation is very well predicted by the user’s trust towards that 
ebsite. 

.1.2. Privacy concerns 
e further divide the construct ‘privacy concerns‘ due to dif- 

erent operationalization in the corresponding studies, which 

ssessed general privacy concerns, but also website and con- 
ext specific privacy concerns, health information privacy con- 
erns, and privacy concerns of teenagers relating to the use of 
ocial network sites (SNS). 

.1.2.1. General privacy concerns General privacy concerns is 
est predicted by the feeling of consumer alienation, i.e., feel- 

ng unable to influence market practices, market environment 
r events within the marketplace, accompanied by a distrust 
f business and market practices. Furthermore, low levels of 
elf-esteem are strongly associated with the expression of pri- 
acy concerns. High levels of perceived risk, computer anxiety 
nd a strong disposition to privacy moderately predict high 

alues of general privacy concerns. A small predictive value 
as shown for social awareness (i.e., passive involvement and 

aised interest in social issues), gender, with female users ex- 
ressing higher levels of concerns, internet anxiety, internet 

iteracy, the general willingness to share data on the internet 
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Table 33 – Predictor variables for teenage privacy protection on SNS. 

Predictor variable Primary study Effect size ( β) Coefficient 

Risky interaction 
Remedy of disclosure Jia et al. (2015 ) 0.44 ∗∗∗ SEM 

Wisniewski et al. (2015 ) 0.46 ∗∗∗

Privacy concern 
Remedy of disclosure Jia et al. (2015 ) 0.23 ∗∗∗ SEM 

Wisniewski et al. (2015 ) 0.10 ∗∗

Advice seeking Jia et al. (2015 ) 0.36 ∗∗∗

Wisniewski et al. (2015 ) 0.19 ∗∗∗

Sensitive disclosure 
Remedy of disclosure Jia et al. (2015 ) 0.14 ∗∗∗ SEM 

Wisniewski et al. (2015 ) 0.12 ∗∗∗

Advice seeking Jia et al. (2015 ) 0.20 ∗∗∗

Gender 
Remedy of disclosure Jia et al. (2015 ) 0.16 ∗∗∗ SEM 

Advice seeking 0.10 ∗

Advice-Seeking 
Remedy of disclosure Wisniewski et al. (2015 ) 0.12 ∗∗∗ SEM 

Age 
Advice seeking Jia et al. (2015 ) −0.11 ∗∗ SEM 

Parental direct intervention 
Remedy of disclosure Wisniewski et al. (2015 ) −0.10 ∗ SEM 

Advice seeking −0.10 ∗

Parental active mediation 
Remedy of disclosure Wisniewski et al. (2015 ) 0.10 ∗∗ SEM 

SNS frequency 
Remedy of disclosure Jia et al. (2015 ) 0.08 ∗ SEM 

∗p < .05. 
∗∗p < .01. 
∗∗∗p < .001. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

and cultural factors, with users from collectivistic cultures be-
ing more concerned. 

4.1.2.2. Website specific privacy concerns Like for general pri-
vacy concerns, for the prediction of website specific privacy
concerns the perceived risk plays an important role as well.
The particular website’s reputation is found to be important
especially if it holds a low reputation; however, this effect does
not occur for the variable ‘disposition to privacy’, which is a
small to moderate predictor for website privacy concerns for
all kinds of website reputations. Users tend to be less con-
cerned if the website is familiar to them, they feel that they
can control how their released information is processed and
if the website does not contain a security cue, which warns
users about untrusted site security authorization. 

4.1.2.3. Context specific privacy concerns Analog to the pre-
diction of general privacy concerns by consumer alienation,
the control users perceive about the processing of their data
is a crucial factor for the prediction of context specific pri-
vacy concerns, with users who feel less in control expressing
more privacy concerns. Users also tend to be more concerned
if they had experienced an infringement of their privacy
before, whereas the presentation of the TRUSTe seal, showing
the membership in an industry self-regulated privacy associa-
tion, combined with the URL link to the according privacy pol-
icy, is related with less privacy concerns. Both predictor values
can be considered as small to medium. 
4.1.2.4. Health information privacy concerns The sensitivity
of the particular health information moderately predicts the
respective privacy concerns. The predictive value of previ-
ous privacy invasions, however, ranges between small and
medium. 

4.1.2.5. Teenage privacy concerns on SNS Again, the variable
best predicting privacy concerns, in this particular case expe-
rienced by teenagers concerning their use of social networks,
is associated with perceived control: Teenagers are found to
hold more privacy concerns if they find it difficult to con-
trol their privacy. However, this effect is considerably lesser
than for context specific and general privacy concerns. Other
variables that predict the extend of privacy concerns some-
what are the frequency of social network use, the existence
of parental privacy concerns and the general performance of
social risky interactions, with higher values predicting more
privacy concerns. 

4.1.3. Perceived privacy risk 
None of the examined variables was found to be of great sig-
nificance for the prediction of perceived privacy risk. The pre-
dictive power of privacy concerns varies across different stud-
ies from small to medium, but was found to be smaller than
for the corresponding prediction of privacy concerns by per-
ceived risk. How much risk is perceived is further moderately
predicted by the user’s trust in the recipient’s ability to protect
his/her data, the degree of personalization that is gained by
data disclosure and the perceived relevance of the collected



242 c o m p u t e r s  &  s e c u r i t y  7 7  ( 2 0 1 8 )  2 2 6 – 2 6 1  

i
v
t
d
d
w
t
w
t
w
l
p
r
f
fi  

fi
h
e

4

W
n
w

4
D
w
t
f
F
s

4
i
t
e
(
(  

t
m
t
v
t
o
v
f
d
i
w
t
a

4
u
e
o
t
s

s
s
w
d
o
t

4
T
i
o  

d
i
e
F
t
w
w
d
c
a
t
s

4
i
t
t
t
c
p
t
s
t
t
a

4
W
c
a

4
w
i
d
t
c
o
b
a  

U
s
s
i
d
t
a

nformation. Furthermore, negative values of perceived pri- 
acy regulatory protection (which refers to the user’s percep- 
ion of provisions and systems that protect his/ her personal 
ata, in terms of existence and adequacy) were found to pre- 
ict an increase of the perceived privacy risk. In accordance 
ith that, users perceive less risk if they trust for example 

he governmental and commercial entities that are associated 

ith information privacy, if they have an initial joyful emo- 
ional reaction at the first impression of the data receiving 
ebsite, as well as if they are younger and male, though the 

ast-mentioned effect was negligible. On the other hand, users 
erceive higher privacy risk if they are well aware of privacy 
isks in general, if they have already experienced privacy in- 
ringements, if the respective data is rather sensitive, if their 
rst emotional reaction to the receiving website is fearful and,
nally, if they have a maternalistic personality, meaning they 
ave a strong desire to protect the socially vulnerable from 

xternal danger. 

.2. Privacy related behavioral intention and willingness 

e will distinguish between the ‘intention’ and the ‘willing- 
ess’ to disclose data, since it is not specified in the literature 
hether these concepts can be considered as similar. 

.2.1. Intention 

ue to different operationalization in the included studies, we 
ill report the predictor values separately for the general in- 

ention to disclose information, the intention to disclose in- 
ormation on social network sites (SNS), the intention to make 
acebook data publicly (i.e., beyond the social network) acces- 
ible and the intention to disclose data to an online retailer. 

.2.1.1. General intention to disclose information The general 
ntention to disclose information can be very well predicted by 
he user’s trust in the receiving website according to Bansal 
t al. (2010 ), slightly better than moderately according to Li 
2014a) and moderately to weakly according to Wakefield 

2013 ). Likewise, high values of privacy protection belief, i.e.,
he belief that one is able to control how the disclosed infor- 

ation is used moderately to weakly predict an increase in in- 
ention to disclose information. High values of perceived pri- 
acy risk, on the other hand, moderately predict a decrease in 

he intention to disclose information, along with high values 
f website privacy concern and, to a lesser extent, general pri- 
acy concern. A small to moderate predictive effect was also 
ound for the perceived benefits gained through information 

isclosure and the experience of a positive affect. Experienc- 
ng a negative affect, the prior experience with the receiving 
ebsite and the number of years a person has spent in full- 

ime employment (regardless which kind of job s/he holds) 
lso somewhat predict the disclosure intention. 

.2.1.2. Intention to disclose information on SNS The benefits 
sers expect to gain from the disclosure of their data are an 

xcellent predictor of their intention to disclose information 

n SNS. Moderate predictive power could be shown for the at- 
itude towards disclosure and the willingness to disclose. The 
mall predictive effect of gender found by Van Gool et al. (2015 ) 
a  
uggests that female adolescents have a higher intention to 
elf-disclose. The same goes for older adolescents and those 
hose friends and parents have a positive attitude towards 
ata disclosure on social networks. Privacy concerns, on the 
ther hand, are somewhat negatively associated with the in- 
ention to disclose information on social networks. 

.2.1.3. Intention to make Facebook data publicly accessible 
he intention to make Facebook data publicly accessible, that 

s, to share the answer to various Facebook items with ‘every- 
ne on the internet’, is best predicted by different variables,
epending on the type of information. The trust someone has 

n Facebook mostly predicts his/her intention to share inter- 
sts data, whereas the need for consent (i.e., the belief that 
acebook should only share data or make changes in its set- 
ings with the permission of the user) is strongly associated 

ith the intention to share contact data, rather moderately 
ith the intention to share activity data, only weakly with the 
isclosure of location data and not significantly with the dis- 
losure of interests data at all. At the same time, knowledge 
bout privacy policies does not predict the disclosure of loca- 
ion or contact data, and only marginally predicts the disclo- 
ure of interests and activity data. 

.2.1.4. Intention to disclose data to an online retailer Like the 
ntention to disclose Facebook data to the public, the intention 

o disclose information to an online retailer (e.g., for registra- 
ion purposes) is predicted by different variables according to 
he particular type of disclosed information. The absence of 
ollection concerns (i.e., general concerns about online com- 
anies collecting data) is strongly associated with the inten- 
ion to disclose contact data, but there is only a weak relation- 
hip for health data. Control concerns, that is, a strong desire 
o control the processing of one’s own personal data, is a weak 
o moderate predictor of the disclosure intention for interests 
nd work data, but not for health or contact data. 

.2.2. Willingness 
e report the predictor values for general willingness to dis- 

lose information and willingness to disclose information 

bout peer relationships on Facebook. 

.2.2.1. Willingness to disclose information Many variables 
ere found to predict the willingness to disclose information 

n general. In line with the privacy calculus model, the user’s 
ecision to disclose information is strongly associated with 

he perceived value or benefits they can gain through that dis- 
losure (e.g., the ‘perceived value’, the ‘perceived usefulness’ 
r the fact that they ‘liked the targeted ads’). This applies to 
oth cases, the situation in which the benefits (e.g., person- 
lization) are overt (‘overt-based’) or hidden (‘covert-based’).
sers are unwilling to share browsing information if the data 
torage retention period is indefinite; however, this circum- 
tance is less important for the disclosure of demographic 
nformation. Privacy concerns are likely to be moderate pre- 
ictors for the willingness to disclose information, irrespec- 
ive of the information type. Facebook users tend to exhibit 
 greater willingness to disclose information (‘Facebook us- 
ge’), and also do users who are personally innovative (e.g.,
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early adopters) or prone to discounts (e.g., coupons). In con-
trast, users are less willing to disclose information if these are
shared with third parties, for example Facebook, and not only
with the recipient (‘usage scope’; in Leon et al. (2013 ) the re-
cipient is a health site). Age, on the other hand, was shown to
be a negligible predictor for the willingness to disclose infor-
mation. 

4.2.2.2. Willingness to disclose information about peer relation-
ships on Facebook How willing teenagers are to disclose infor-
mation about their peer relationships on Facebook is moder-
ately predicted by the mental prototype they have of a person
who performs this very behavior. If they perceive the proto-
type, that is, the typical person who would disclose informa-
tion about peer relationships on Facebook, as similar to them
and also evaluate the prototype as positive, they are more
willing to disclose peer relationship information on Facebook
themselves. The attitude towards disclosure, gender and age
are of lesser, but still statistically significant predictive power
for the willingness to disclose, with female and older adoles-
cents being more willing to disclose. 

4.3. Privacy related behavior 

The examined privacy behavior comprises the disclosure of
information, either in general, on a social network or towards
a particular application, as well as the actual usage of data
sharing applications, the management of privacy settings and
the performance of privacy protection behavior. 

4.3.1. Information disclosure 
The operationalization of information disclosure in the in-
cluded studies comprises general information disclosure,
information disclosure on social network sites (SNS), the
breadth and depth of information disclosure on SNS, the dis-
closure of less sensitive information on SNS, teenager’s infor-
mation disclosure on social media, information disclosure to-
wards a recommender application for mobile apps, the disclo-
sure of location information on a location-based social net-
work application and the sharing behavior regarding personal
profile information in a mobile application. 

4.3.1.1. General information disclosure Whether someone
tends to disclose information in general was found to be
highly associated with his/her willingness to self-disclose in
the first place. The association between behavioral intention
and actual disclosure might be much smaller. A moderate as-
sociation was found for the perceived relevance of the social
web in the user’s social environment, the number of social web
applications used (with users who use only a few applications
tending to disclose more information overall) and the aware-
ness of how the disclosed information is used (in the case of
the study conducted by Wang et al. (2015 ), for personalized
advertising). A small negative association was found for the
control over what the disclosed information is used for, the
experienced comfort during information disclosure and the
existence of a security cue on the receiving website in form
of a banner warning that a trusted security certificate could
not be detected. Albeit contra intuitive at the first glance, the
negative association between information disclosure and con-
trol about the further processing of the disclosed information
may be caused by an increase in awareness about potential
consequences, which is in turn triggered by the theoretical
preoccupation with the processing of personal information.
A marginal predictive effect was found for age. 

4.3.1.2. Information disclosure on SNS The privacy intention,
i.e., the intention users have concerning the respective disclo-
sure behavior, was shown to be the main variable predicting
information disclosure on SNS in general, with a greater pre-
dictive power for psychological privacy behavior (that is, how
personal is the social network profile and how many personal
things are posted there) than for informational privacy behav-
ior (the amount of identifying information that can be found
on the SNS). Furthermore, a large to medium predictive effect
was shown for privacy concerns, whereas the privacy attitude
only weakly predicts the information disclosure on social net-
works, for both identifiable and personal information. 

4.3.1.3. Information disclosure on SNS (breadth) The breadth
of information disclosure is defined as the range of topics that
is posted on the SNS ( Li et al., 2015 ). Analog to the general in-
formation disclosure on SNS, privacy concerns are also a good
to moderate predictor for the breadth of information disclo-
sure. A weak to moderate predictive effect was shown for gen-
der (with females tending to disclose more broadly) and, to a
lesser extent, for age, the degree pf activity and experience of
the user on SNS. A marginal predictive effect was found for the
number of posted blogs on the social network and the number
of social network friends. 

4.3.1.4. Information disclosure on SNS (depth) The depth of in-
formation disclosure refers to the sensitivity of the disclosed
information ( Li et al., 2015 ). Gender does not only predict the
breadth, but also the depth of information disclosure on so-
cial networks on a small to moderate level, again with female
users disclosing in more depth. Minor predictive effects have
been shown for age, the number of social network friends, the
user’s degree of activity and experience on social networks,
and the number of posted blogs on the SNS. 

4.3.1.5. Information disclosure on SNS (less sensitive infor-
mation) The disclosure of less sensitive information on
SNS shows a similar picture regarding the predictive vari-
ables compared to the social network information disclosure
breadth: Gender was shown to be a better – but still weak – pre-
dictor than user activeness and experience in social networks.
On the other hand, age, along with the number of posted blogs
and friends only marginally predict information disclosure. 

4.3.1.6. Teenage information disclosure on social media
Teenagers’ disclosure of information about peer relation-
ships on social media is best predicted by the intention to do
so, whereas the willingness was found to be less important.
They also tend to disclose more sensitive information if they
also disclose basic information, for example their real name,
birth date and school name. The results also suggest a mod-
erate to small predictive value of social network complexity,
which describes how diverse the network relationships of a
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ser are, for example whether s/he is friends with her/his 
arents, siblings, the extended family, school friends, other 
riends etc. The more complex the social networks, the more 
o teenagers tend to disclose personal and sensitive informa- 
ion. The size of the own social network (that is, number of 
ocial network friends) is also a weak to mediocre predictor 
or teenage information disclosure on social media, with 

eenagers disclosing more contact and insensitive informa- 
ion if they have a large number of social network friends.
omewhat smaller predictive value was found for social 
etwork usage frequency, age, gender (with males disclosing 
ore contact information and females disclosing more peer 

elationship information), the direct intervention of parents 
n the information disclosure on social networks and the 
eneral trust in other people. Regarding the direct interaction 

ith the SNS, teenagers disclose more information if they 
lso set their profiles as private, if they have social network 
riends that do not go to school with them and also if they 
ave strangers as friends on the social network. However,

hese relationships can also be considered as rather weak. 

.3.1.7. Information disclosure towards a mobile app recom- 
ender How much of their phone usage (context) and demo- 

raphic data users disclose towards an app that recommends 
ew apps based on the disclosed data is well to moderately 
redicted by their general collection concerns and weak to 
oderately by the extent of their mobile internet usage. How- 

ver, users tend to disclose context data more easily than de- 
ographic data. 

.3.1.8. Location disclosure on location-based social network ap- 
lication Whether users disclose their location on location- 
ased social network applications can at least be moderately 
redicted by their attitude towards such applications. Unlike 
or the prediction of general willingness to disclose data, the 
ncentives gained through location disclosure serve only as 
eak predictor for the decision to actually disclose one’s lo- 

ation on SNS apps. 

.3.1.9. Sharing of profile information in a mobile app Whether 
sers share their personal profile in a mobile app with their 
riends or with every user of the app is somewhat predicted 

y their intent to disclose data in general. 

.3.2. Usage of data sharing applications 
he included studies assessed the usage of a location sharing 
pplication as well as the usage of social network games. 

.3.2.1. Usage of a location sharing application Whether users 
ecide to use a location sharing app or not is best predicted by 
he amount of benefits they can gain through the usage, with 

ntertainment being twice as important as impression man- 
gement (i.e., the ability of someone to control the impression 

f others toward him/her). Social influence and the intention 

o disclose data are small to mediocre and the competence- 
ased and general trust in the location sharing application 

LSA) network rather weak predictors for the usage decision. 

.3.2.2. Usage of social network games The usage intention 

as shown to be the only significant predictor for the actual 
sage of social network games. 
.3.3. Privacy settings 
rivacy settings on SNS were assessed in general and specifi- 
ally for teenagers. 

.3.3.1. Privacy settings on SNS How strict or lax users set 
heir privacy settings in social networks is mainly predicted by 
heir privacy intention, their privacy concerns (with a greater 
redictive effect for the Dutch social network Hyves than 

or the German network StudiVZ) as well as the perceived 

orms regarding what information should only be shared with 

riends. Stronger privacy concerns and more restrictive norms 
ere related to stricter privacy settings, whereas the intention 

eflects the behavior insofar as users who want to distinguish 

heir identity on Facebook are less identifiable (informational 
rivacy), users who want to restrict access to their Facebook 
rofile tend to do so (social privacy), users who want to have 
 less personal profile have one (psychological privacy) etc. A 

mall to moderate predictive effect was shown for the ten- 
ency to use the internet for the purpose of impression man- 
gement, the privacy attitude and high scores on the personal- 
ty trait narcissism, i.e., the feeling of being a very special per- 
on. Impression management as usage purpose was related to 
ess restrictive privacy settings, as were high values of narcis- 
ism. The effect of privacy attitude is similar to privacy inten- 
ion, with users who think it is favorable to distinguish their 
dentity on Facebook tend to be less identifiable etc. 

.3.3.2. Teenage privacy settings on SNS The privacy concerns 
f teenagers about their online data being collected by mar- 
eters weakly predicts their decision to implement privacy- 
etting strategies, such as deleting photo tags or intentionally 
osting false information about themselves. A weak associ- 
tion was also found between the implementation of these 
trategies and the teenagers’ level of SNS use. 

.3.4. Privacy protection behavior 
gain, in some studies privacy protective behaviors were as- 
essed in general whereas others focused on protective behav- 
ors of teenagers on SNS. 

.3.4.1. Privacy-protective behaviors Several variables were 
ound to moderately to weakly predict the performance of 
rivacy-protective behaviors: The years of experience some- 
ne has with using the internet, the perceived rewards one 
ets for data disclosure, privacy risk concerns and the ten- 
ency to believe that one is less likely to experience pri- 
acy infringements compared to younger users. Smaller pre- 
ictive effects were found for internet usage, autonomy (not 
urther specified), age (with younger users showing more 
rivacy-protective behaviors), perceived personal risk, house- 
old income and gender, with males reporting higher levels of 
rivacy-protective behavior. 

.3.4.2. Teenage privacy protection on SNS Teenagers are 
ather likely to remedy their disclosures on social networks 
f they also tend to interact with unknown others in a risky 
ay on the corresponding SNS (rather strong predictor) and 

ave privacy concerns (weak to mediocre predictor). Rem- 
dy of disclosure is further weakly predicted by female sex,
endency to disclose sensitive information, the performance 
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of advice-seeking behaviors, the participation of parents in
direct intervention or active mediation as well as the fre-
quent usage of SNS. Whether teenagers seek advice about
their social network privacy behaviors is moderately to weakly
predicted by their privacy concerns, their tendency to dis-
close sensitive information, and weakly by their age (with
younger teenagers being more likely to seek advice) and gen-
der (with female teenagers being more likely to seek ad-
vice) as well as the participation of their parents in direct
interventions. 

5. Discussion 

The following section combines the identified privacy paradox
explanation attempts, either derived from theoretical consid-
erations or drawn from empirical studies. First, we identify
the main predictors for privacy attitude, concerns, perceived
risk, behavioral intention and behavior based on the empir-
ical study results in Section 5.1 . In Section 5.2 , we discuss
which implications these empirical study results hold for the
theoretical privacy paradox explanation approaches. Section
5.4 deals with the practical implications and Section 5.5 with
the limitations of this review. Finally, we draw some summa-
rizing conclusions from this review in Section 5.6 . 

5.1. Main predictors of privacy attitude, concerns, 
perceived risk, behavioral intention and behavior 

Although a multiplicity of significant predictor variables for
privacy attitude, privacy concerns, perceived privacy risk, pri-
vacy behavioral intention and privacy behavior were investi-
gated, unfortunately, no variable could be identified as a ‘clear
winner’ for the prediction of the respective constructs. There
are several possible explanations for this circumstance. First,
many of the predictor variables were only investigated in a
single study. However, some predictor variables were studied
repeatedly, partially resulting in rather unequal effect sizes.
The standardized path coefficients for the prediction of gen-
eral intention to disclose information based on website trust,
for example, ranged from 0.23 to 0.85. For the prediction of
perceived privacy risk, the standardized path coefficients for
prior experience with privacy infringement vary between 0.08
and 0.20. Furthermore, some of the authors relied on differ-
ent definitions for the subordinate constructs attitude, con-
cerns, perceived risk, behavioral intention and behavior or
focused on very specific aspects of the respective construct,
like teenage information disclosure on social media instead
of general information disclosure. Finally, there are not only
differences in the quality of the considered studies (see p.
46), but also in the characteristics of the considered sample
(e.g., students vs. older participants, collectivistic vs. individ-
ualistic cultural background etc.). No inconsistencies should
be caused by the employed study methodology, though, since
all considered studies are surveys of an explanatory nature,
i.e., aiming to find proposed causal relationships between
variables. 

In an attempt to still identify the most significant predic-
tors for the different privacy aspects attitude, concerns, per-
ceived risk, behavioral intention and behavior, all predictor
variables with an effect size of at least 0.25 ( β ≥ 0.25) are listed
in this section ( Tables 34–37 ). In Figs. 2–5 , the corresponding
effect sizes found in the different studies are displayed. 

5.1.1. Privacy attitude, concerns and perceived risk 
Most of the variables with high predictive value indeed pre-
dict privacy attitude (or attitude towards specific products and
technologies), instead of concerns or perceived risk. The list
of very good predictors for attitude include trust towards the
particular mobile website, information privacy concerns, com-
puter anxiety, whether the user has granted permission for
further data processing and the feeling of consumer alien-
ation (i.e., feeling unable to influence market practices, market
environment or events within the marketplace, accompanied
by a distrust of business and market practices). Other good
predictors are the user’s self-esteem, whether s/he has experi-
ence in interacting with information technology, whether the
respective data is only transferred further inside the data re-
ceiving corporation as well as the perceived security, playful-
ness and benefit regarding the application. Perceived career
benefit is a mediocre predictor for social scientist’s attitude
towards sharing research data sets. 

Among the most significant predictors for privacy concerns
are situation-specific factors like the perceived risk or con-
trol, respectively, and the website’s reputation. However, user-
related factors like consumer alienation, self-esteem, com-
puter anxiety and disposition to privacy also play a major role
for the development of privacy concerns. How sensitive the
particular data is, although still relevant, was found to be of
less importance. 

The results indicate that there are only mediocre predic-
tors for perceived privacy risk, at least among the investigated
variables. These comprise the level of trust in the recipient’s
ability to protect the provided data, the perceived protection
through privacy regulations, the perceived relevance of the ac-
cording information and the degree of personalization on the
according website or application. Surprisingly, the study re-
sults suggest that privacy concerns and privacy risk aware-
ness are also only moderately suited to predict perceived
risk. 

5.1.2. Privacy related behavioral intention and willingness 
The benefits someone can gain through data disclosure repre-
sent important predictors for a user’s behavioral intention as
well as willingness to disclose data, either in a general way
(‘perceived benefit/value’, ‘perceived usefulness’ ) or rather
concrete (‘liked targeted ads’). Regarding the user’s individual
characteristics, someone’s need for consent and to what de-
gree someone perceives oneself as similar to the subjective
prototype of a user that discloses his/her data were found to
be of most predictive power for intention and willingness to
disclose data. 

Although the identified effect sizes differ considerably
across the considered studies, the trust a user has in a website
significantly predicts his/her intention to share data with this
website. This is in line with the significant predictive value of
the user’s privacy protection belief. Other important predic-
tors for the behavioral intention are the level of (website, col-
lection or general) privacy concerns, the perceived risk of data
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Table 34 – Main predictor variables for privacy attitude, concerns and perceived risk. 

Predictor variable Outcome variable Effect size ( β) 

Trust (TR) Attitude towards location-based mobile website 0.79 ∗∗

(Information) Privacy concerns (PC) Attitude towards information practice −0.70 ∗∗∗

Privacy attitude 0.25 ∗∗∗ to 0.42 ∗∗∗

Perceived privacy risk 0.18 ∗∗∗ to 0.34 ∗∗∗

Computer anxiety (CANX) Attitude towards information practice −0.70 ∗∗∗

Privacy concerns (general) 0.37 ∗∗∗

Perceived privacy risk (PPR) Website privacy concerns 0.69 ∗∗

Privacy concerns (general) 0.44 ∗∗∗

Attitude towards location based social network apps −0.37 ∗∗∗

Permission granted (PG) Attitude towards information practice 0.66 ∗∗∗

Perceived control (PCO) Context specific privacy concerns −0.60 ∗∗

Consumer alienation (CAL) Attitude towards information practice −0.61 ∗∗∗

Privacy concerns (general) 0.60 ∗∗∗

Self-esteem (SE) Privacy concerns (general) −0.54 ∗∗∗

Attitude towards information practice 0.51 ∗∗∗

Interaction with IT (IIT) Attitude towards information practice 0.52 ∗∗∗

Data transfer internally (DTI) Attitude towards information practice 0.51 ∗∗∗

Perceived security (PS) Attitude towards social network games 0.50 ∗∗∗

Perceived benefit (PB) Attitude towards location-based social network apps 0.50 ∗∗∗

Perceived playfulness (PP) Attitude towards social network games 0.47 ∗∗∗

Website reputation (WR) Website privacy concerns −0.20 ∗∗ to −0.45 ∗∗

Disposition to privacy (DP) Privacy concerns (general) 0.36 ∗∗∗

Website privacy concerns 0.20 ∗

Perceived career benefit (PCB) Social scientists’ attitude towards data sharing 0.36 ∗∗∗

Level of trust in the recipient’s ability to protect data 
(LTAP) 

Perceived privacy risk −0.32 ∗∗∗

Personalization (PER) Perceived privacy risk 0.29 ∗∗

Perceived relevance of information (PRI) Perceived privacy risk −0.28 ∗∗∗

Perceived health information sensitivity (PHIS) Health information privacy concern 0.28 ∗∗∗

Perceived privacy regulatory protection (PPRP) Perceived privacy risk −0.25 ∗∗∗

Privacy risk awareness (PRA) Perceived privacy risk 0.25 ∗∗∗

∗p < .05. 
∗∗p < .01. 
∗∗∗p < .001. 

Table 35 – Main predictor variables for privacy related behavioral intention and willingness. 

Predictor variable Outcome variable Effect size ( β) 

Website trust (WT) Intention to disclose information (general) 0.23 ∗∗ to 0.85 ∗∗∗

Intention to make Facebook data publicly accessible 0.28 ∗∗∗ to 0.49 ∗∗∗

Perceived benefit/ Perceived value (PB/PV) Intention to disclose information on SNS 0.81 ∗∗∗

Willingness to disclose information 0.56 ∗∗ to 0.60 ∗∗

Liked targeted ads (LTA) Willingness to disclose information 0.59 ∗∗∗ to 0.68 ∗∗∗

Need for consent (NC) Intention to make Facebook data publicly accessible −0.14 ∗ to −0.58 ∗∗∗

Retention period: indefinite (RPI) Willingness to disclose information −0.17 ∗ to −0.47 ∗∗∗

Collection concerns (CC) Intention to disclose data to an online retailer −0.16 ∗ to −0.45 ∗∗∗

Website privacy concern (WPC) Intention to disclose information (general) −0.43 ∗∗∗

Perceived privacy risk (PPR) Intention to disclose information (general) −0.34 ∗ to −0.42 ∗∗∗

Privacy concern (PC) Willingness to disclose information −0.25 ∗∗∗ to −0.41 ∗∗∗

Intention to disclose information (general) −0.15 ∗ to −0.27 ∗∗∗

Willingness (WILL) Intention to disclose information on SNS 0.34 ∗∗∗

Perceived usefulness (PU) Willingness to disclose information 0.33 ∗∗∗

Usage scope: health site and Facebook (US:HF) Willingness to disclose information −0.33 ∗∗∗

Usage scope: all sites (US:AS) Willingness to disclose information −0.30 ∗∗∗

Attitude (ATT) Intention to disclose information on SNS 0.32 ∗∗∗

Prototype similarity (PS) Willingness to disclose information about peer 
relationships on Facebook 

0.32 ∗∗∗

Privacy protection belief (PPB) Intention to disclose information (general) 0.19 ∗ to 0.26 ∗∗∗

∗p < .05. 
∗∗p < .01. 
∗∗∗p < .001. 
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Table 36 – Main predictor variables for information disclosure behavior. 

Predictor variable Outcome variable Effect size ( β) 

(Privacy) Intention (INT) Information disclosure on SNS 0.65 ∗∗∗ to 0.79 ∗∗∗

Teen information disclosure on social media 0.58 ∗∗∗

Usage of social network games 0.39 ∗

General willingness to self-disclose (WILL) Information disclosure (general) 0.59 ∗∗∗

Collection concerns (CC) Disclosure towards a mobile app recommender 0.22 ∗∗∗ to 0.46 ∗∗∗

Attitude towards location-based social network 
application (ATT) 

Location disclosure on location based-social 
network application 

0.43 ∗∗∗

Privacy concerns (PC) Information disclosure on SNS + Information 
disclosure on SNS (breadth) 

−0.43 ∗∗∗

Number of applications (NoA) Information disclosure (general) −0.35 ∗∗∗

Benefits – entertainment (BEN-E) Usage of a location sharing application 0.32 ∗∗∗

Basic information disclosure (BID) Teen information disclosure on social media 0.29 ∗∗∗

Ads awareness (AA) Information disclosure (general) −0.28 ∗∗∗

Social relevance (SR) Information disclosure (general) 0.27 ∗∗∗

Gender (GEN) Information disclosure on SNS (depth) −0.20 ∗∗ to −0.25 ∗∗

Mobile internet usage (MIU) Disclosure towards a mobile app recommender 0.15 ∗ to 0.25 ∗∗∗

∗p < .05. 
∗∗p < .01. 
∗∗∗p < .001. 

Table 37 – Main predictor variables for protection behavior and privacy settings. 

Predictor variable Outcome variable Effect size ( β) 

Risky interaction (RI) Teenage privacy protection on SNS 0.44 ∗∗∗ to 0.46 ∗∗∗

Intention (INT) Privacy settings on SNS 0.45 ∗∗∗

Privacy (risk) concerns (PC) Teenage privacy protection on SNS 0.10 ∗∗ to 0.36 ∗∗∗

Privacy settings on SNS 0.21 ∗∗ to 0.35 ∗∗

Privacy-protective behaviors 0.23 ∗∗∗

Perceived norms regarding what to show only to friends (PN) Privacy settings on SNS 0.31 ∗∗ to 0.33 ∗∗

Years of internet experience (YIE) Privacy-protective behaviors 0.21 ∗∗∗ to 0.25 ∗∗∗

∗∗p < .01. 
∗∗∗p < .001. 

Fig. 2 – The effect sizes ≥ 0.25 reported in the included studies for privacy attitude, concerns and perceived risk. 
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Fig. 3 – The effect sizes ≥ 0.25 reported in the included studies for privacy related behavioral intention and willingness. 

Fig. 4 – The effect sizes ≥ 0.25 reported in the included studies for information disclosure behavior. 
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isclosure, the general attitude towards data sharing and will- 
ngness to share data. Nonetheless, it is noteworthy that will- 
ngness to disclose data only predicts 34% of the variance in 

ehavioral intention. 
General privacy concerns were found to be an even bet- 

er predictor for willingness to disclose data than for be- 
avioral intention. Important situational factors for the will- 

ngness to disclose data are the usage scope of the re- 
pective website, along with the retention period of the 

isclosed data. f
.1.3. Information disclosure behavior 
ne of the most important predictors for actual data disclo- 
ure is the intention to disclose data, along with the general 
illingness to self-disclose. Concerns regarding data collec- 

ion or privacy infringement were found to be of lesser, but 
till significant, importance for the prediction of disclosure 
ehavior. Furthermore, other more or less privacy related be- 
aviors like the number of used applications, the disclosure of 
asic information or the extend of mobile internet usage were 
ound to predict disclosing behavior to some degree. Other sig- 
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Fig. 5 – Main predictor variables for protection behavior and privacy settings. 

Fig. 6 – Relationship between main predictor variables and investigated outcome variables related to the user’s experience 
and demographics. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

nificant predictors for disclosing behavior are the user’s atti-
tude towards the receiving application, the perceived enter-
tainment benefits that can be gained through disclosure, the
user’s general awareness of ads and the perceived relevance
of the social web in the user’s social environment. Information
disclosure behavior was further shown to be the only outcome
variable that can be somewhat predicted by a demographic
variable, with female users being more likely to disclose their
data. 

5.1.4. Protection behavior and privacy settings 
Whether a user shows protective behavior, including the
management of privacy settings in social networks is best
predicted by his/her participation in risky interactions and
his/her behavioral intention. The perceived social norms con-
cerning specific privacy settings, the experience someone has
with using the internet and the expressed privacy concerns
are of mediocre predictive value. 

5.1.5. Relationships between the main predictor variables 
The relationships between the main predictor variables and
the investigated outcome variables privacy attitude, concerns,
perceived risk, behavioral intention and behavior found in the
included studies are displayed in Figs. 6–9 . We categorized
the main predictor variables and identified predictor variables
that are related to the user’s experience and demographics
( Fig. 6 ), the user’s cognition ( Fig. 7 ), characteristics of the re-
spective online service ( Fig. 8 ), and the user’s privacy percep-
tions and beliefs ( Fig. 9 ). 

5.2. Predictor variables for future studies 

Some path analyses did not achieve sufficient statistical
power ( ≥ .8) to allow for a reliable decision about the inves-
tigated predictor variables. These predictor variables are thus
interesting candidates for future studies. Whereas those vari-
ables that were found to have a significant predictive value in
spite of insufficient power are marked by an ‘i.p.’ in the results
section, potential predictor variables which failed to provide
significant predictions are displayed in Tables 38–41 . 

5.2.1. Privacy attitude, concerns and perceived risk 
Table 38 . 
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Fig. 7 – Relationship between main predictor variables and investigated outcome variables related to the user’s cognition. 

Fig. 8 – Relationship between main predictor variables and investigated outcome variables related to characteristics of the 
respective online service. 

Fig. 9 – Relationship between main predictor variables and investigated outcome variables related to the user’s privacy 

perceptions and beliefs. 



c o m p u t e r s  &  s e c u r i t y  7 7  ( 2 0 1 8 )  2 2 6 – 2 6 1  251 

Table 38 – Predictor variables for privacy attitude, concerns and perceived risk lacking statistical power. 

Predictor variable Outcome variable Primary study Actual N /required N 

SNS complexity 
Concern-centric model Teenage privacy concerns on SNS Jia et al. (2015 ) 588/ 6051 
Risk-centric model 588/ 10,433 
Age 
Concern-centric model Teenage privacy concerns on SNS Jia et al. (2015 ) 588/ 1,325,882 
Risk-centric model 588/ 1,325,882 
Gender 
Concern-centric model Teenage privacy concerns on SNS Jia et al. (2015 ) 588/ 11,430 
Risk-centric model 588/ 15,453 
Basic Information Disclosure 
For sensitive information Teenage privacy concerns on SNS Jia et al. (2015 ) 588/ 43,789 

588/ 52,994 
Information sensitivity Website specific privacy concerns Xu et al. (2013 ) 171/ 20,468 
Subjective norm Website specific privacy concerns Xu et al. (2013 ) 171/ 2241 
Perceived enjoyment Attitude towards Social network games Shin and Shin (2011 ) 280/ 326 
Perceived usefulness Attitude towards social network games Shin and Shin (2011 ) 280/ 192 
Personalization 
For overt-based scenario Perceived privacy risk Xu et al. (2011 ) 278/ 1713 
Previous privacy experience 
For overt-based scenario Perceived privacy risk Xu et al. (2011 ) 278/ 1257 
General privacy concerns Website specific privacy concerns Li (2014a) 110/ 962 
Internet experience General privacy concerns Li (2014a) 110/ 362 
Gender General privacy concerns Li (2014a) 110/ 362 
Age General privacy concerns Li (2014a) 110/ 15,451 
Education General privacy concerns Li (2014a) 110/ 1713 
Website familiarity 
For low reputation websites Website specific privacy concerns Li (2014 ) 110/ 143 
Individual self-protection Context specific privacy concerns Xu et al. (2012 ) 178/ 1257 
Government legislation Context specific privacy concerns Xu et al. (2012 ) 178/ 759 
Age Context specific privacy concerns Xu et al. (2012 ) 178/ 61,827 
Gender Context specific privacy concerns Xu et al. (2012 ) 178/ 15,451 
Education Context specific privacy concerns Xu et al. (2012 ) 178/ 61,827 
Desire for information control Context specific privacy concerns Xu et al. (2012 ) 178/ 962 
Trust propensity Context specific privacy concerns Xu et al. (2012 ) 178/ 3860 
Awareness of privacy statement Perceived privacy risk Li et al. (2011 ) 175/ 5344 
Internet literacy 
For experienced shoppers General privacy concerns Liao et al. (2011 ) 259/ 614 
Social awareness 
For experienced shoppers General privacy concerns Liao et al. (2011 ) 259/ 425 
Education Perceived privacy risk Baek and Kim (2014 ) 2028/ 6865 
Household income Perceived privacy risk Baek and Kim (2014 ) 2028/ 61,827 
Liberal-conservative Perceived privacy risk Baek and Kim (2014 ) 2028/ 61,827 
Internet use Perceived privacy risk Baek and Kim (2014 ) 2028/ 6865 
Online knowledge Perceived privacy risk Baek and Kim (2014 ) 2028/ 61,827 
Paternalisitic personality Perceived privacy risk Baek and Kim (2014 ) 2028/ 2469 
Age General privacy concerns Abbas and Mesch (2015 ) 567/ 1038 
Power disctance General privacy concerns Abbas and Mesch (2015 ) 567/ 1012 
Uncertainty avoidance General privacy concerns Abbas and Mesch (2015 ) 567/ 386,412 
Trust in technology Perceived privacy risk Miltgen et al. (2013 ) 326/ 1222 
Level of trust in the recipient’s 
willingness to protect data 

Perceived privacy risk Beldad et al. (2011 ) 208/ 507 

 

 

 

 

 

 

5.2.2. Privacy related behavioral intention and willingness 
Table 39 . 

5.2.3. Information disclosure behavior 
Table 40 . 

5.2.4. Protection behavior and privacy settings 
Table 41 . 
5.3. Theoretical implications of the empirical study results

Regarding the previously proposed explanations for the pri-
vacy paradox (see Section 3 ), some of the suggested variables
were indeed strongly associated with the corresponding pri-
vacy constructs, whereas other variables were shown to be
only weakly related to privacy attitude, concerns, perceived
risk, behavioral intention or actual behavior. 
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Table 39 – Predictor variables for privacy related behavioral intention and willingness lacking statistical power. 

Predictor variable Outcome variable Primary study Actual N /required N 

Coupon proneness 
For overt-based scenario Willingness to disclose information Xu et al. (2011 ) 278/ 3860 
Trust in website General intention to disclose information Norberg et al. (2007 ) 68/ 9141 
Negative affect 
For high security websites General intention to disclose information Wakefield (2013 ) 163/ 2197 
For low security websites 138/ 51,097 
Positive affect 
For low security websites General intention to disclose information Wakefield (2013 ) 138/ 1899 
Privacy protection belief 
For high security websites General intention to disclose information Wakefield (2013 ) 138/ 298 
Privacy concerns General intention to disclose information Li (2014a) 110/ 61,827 
Disposition to privacy General intention to disclose information Li (2014a) 110/ 962 
Age Willingness to disclose information Leon et al. (2013 ) 

For demographic information 2912/ 386,412 
For location information 2912/ 96,604 

Perceived privacy risk Intention to disclose Information on SNS Xu et al. (2013 ) 171/ 36,585 
Information control Intention to Disclose Information on SNS Xu et al. (2013 ) 171/ 171.740 
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.3.1. Privacy calculus 
here definitely is some evidence for the privacy calculus 
odel ( Kokolakis, 2017 ), with possible benefits the user can 

ain through data disclosure being among the best predictors 
or disclosing intention as well as actual disclosure. At the 
ame time, users do not seem to consider possible benefits 
hen reflecting about their privacy concerns. This is in line 
ith the privacy calculus model, which describes the weight- 

ng of costs and gains only within the decision process about 
ctual behavior. 

.3.2. Bounded rationality & decision biases 
lthough there is no evidence for a strong relationship be- 

ween the three privacy constructs attitude, behavioral in- 
ention and behavior and any of the variables describing a 
sychological bias ( Acquisti and Grossklags, 2007 ; Kokolakis,
017 ), at least optimism and affect were found to be mediocre 
redictors for protective behavior and behavioral intention,
espectively. 

.3.3. Lack of personal experience and protection knowledge 
oncerning technical knowledge and experience ( Dienlin and 

repte, 2015 ; B2B International with Kaspersky Lab, 2015 ) com- 
uter anxiety was found to predict privacy attitude very well 
nd privacy concerns to some degree, whereas actual experi- 
nce (e.g., number of used applications, mobile internet usage,
ears of experience with using the internet) significantly pre- 
icts actual privacy behavior. Surprisingly, the study results 
uggest that prior experience with privacy infringements ac- 
ually does not serve as a good predictor for privacy attitude,
ehavior or behavioral intention. However, it could be possi- 
le that the considered studies did not include enough partici- 
ants who had actually experienced a serious infringement of 
heir privacy in the past, leading to a lack of statistical power 
or that factor. Hence, further research is needed to investi- 
ate the potential influence of prior experiences with privacy 
nfringement. 
.3.4. Social influence 
ainly behavior (disclosure and protection) was found to 

e predicted through social factors like the perceived social 
orm of what information should be only shared with friends 
nd the social relevance of social networks. This is in line 
ith the proposed influence of social factors ( Kokolakis, 2017 ; 

addicken, 2014 ), on especially actual behavior, for behavior 
eing the only variable that can actually be observed by the 
ser’s social environment. 

.3.5. The risk and trust model 
here is only partial support for the risk and trust model 
 Flender and Müller, 2012 ; Miltgen et al., 2013 ): The perceived
rivacy risk is indeed one of the best predictors for privacy 
oncerns, whereas the user’s trust in the recipient’s ability 
o protect his/her data serves as a rather mediocre predic- 
or. Conversely, trust in a location-based mobile website was 
ound to be an excellent predictor for the user’s attitude to- 
ards that website. Additionally, trust is of major significance 

or the prediction of the behavioral intention, at least accord- 
ng to some of the study results. Perceived risk was also found 

o predict behavioral intention to some extent. However, nei- 
her risk nor trust were a significant predictor for actual pri- 
acy behavior, contradictory to the proposed model, which 

uggests trust to be a significant predictor for privacy behavior.
he importance of trust for the prediction of the user’s behav- 

oral intention and attitude does not exactly fit to the proposed 

odel either. Therefore, further research is needed to clarify 
he interplay of risk and trust on the one side and privacy at- 
itude or concerns, behavioral intention and behavior on the 
ther side. 

.3.6. Illusion of control 
o what extend the user feels in control about the disclosure 
nd processing of his/her personal data ( Brandimarte et al.,
013 ) significantly predicts his/her privacy concerns, but there 
s no evidence for a significant relationship of perceived con- 
rol and behavioral intention or behavior. However, only few of 
he considered studies investigated the influence of perceived 
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Table 40 – Predictor variables for information disclosure behavior lacking statistical power. 

Predictor variable Outcome variable Primary study 
Actual N /required 

N 

Privacy concerns General information disclosure Taddicken (2014 ) 2739/ 17,483 
Website specific privacy concerns Basic information disclosure Jia et al. (2015 ) 588/ 43,789 

For sensitive information 588/ 82,827 
Ease of SNS privacy control Basic information disclosure Jia et al. (2015 ) 588/ 23,529 

For sensitive information 588/ 27,016 
Age Basic information disclosure Jia et al. (2015 ) 

For sensitive information 588/ 432,912 
Gender Basic information disclosure Jia et al. (2015 ) 432,912 
Trust in website General information disclosure Norberg et al. (2007 ) 68/ 51,097 
Perceived privacy risk General information disclosure Norberg et al. (2007 ) 68/ 3049 
Privacy concerns Information disclosure Dienlin and Trepte (2015 ) 

For authentic first name 595/ 6865 
For authentic second name 595/ 1257 
For cell-phone number 595/ 15,451 
Political or religious views 595/ 1553 
Frequency of posts on SNSs 595/ 1713 

Gender Teenage information disclosure on social 
media 

Xie and Kang (2015 ) 

For insensitive information 588/ 759 
For personal information 588/ 21,387 

Age Teenage information disclosure on social 
media 

Xie and Kang (2015 ) 

For insensitive information 588/ 1772 
For contact information 588/ 2197 

Parents’ education Teenage information disclosure on social 
media 

Xie and Kang (2015 ) 

For insensitive information 588/ 6034 
For personal information 588/ 3339 

Parents’ race Teenage information disclosure on social 
media 

Xie and Kang (2015 ) 

For personal information 588/ 1604 
For contact information 588/ 1604 

Hispanics Teenage information disclosure on social 
media 

Xie and Kang (2015 ) 

For personal information 588/ 4766 
Household income Teenage information disclosure on social 

media 
Xie and Kang (2015 ) 

For contact information 588/ 42,936 
SNS use frequency Teenage information disclosure on social 

media 
Xie and Kang (2015 ) 

For insensitive information 588/ 813 
For contact information 588/ 2794 

Network size/ Number of friends Teenage information disclosure on social 
media 

Xie and Kang (2015 ) 

For personal information 588/ 653 
Having SNS friends that do go to school 
with the participant 

Teenage information disclosure on social 
media 

Xie and Kang (2015 ) 

For insensitive information 588/ 1772 
For contact information 588/ 31,546 

Having SNS friends that do not go to 
school with the participant 

Teenage information disclosure on social 
media 

Xie and Kang (2015 ) 

For insensitive information 588/ 893 
For contact information 588/ 7347 

Having family members as SNS friends Teenage information disclosure on social 
media 

Xie and Kang (2015 ) 

For personal information 588/ 1257 
For contact information 588/ 1459 

Having strangers as SNS friends Teenage information disclosure on social 
media 

Xie and Kang (2015 ) 

For personal information 588/ 31,546 
Trust Teenage information disclosure on social 

media 
Xie and Kang (2015 ) 

( continued on next page ) 



254 c o m p u t e r s  &  s e c u r i t y  7 7  ( 2 0 1 8 )  2 2 6 – 2 6 1  

Table 40 ( continued ) 

Predictor variable Outcome variable Primary study Actual N /required 

N 

For personal information 588/ 1967 
Privacy settings Teenage information disclosure on social 

media 
Xie and Kang (2015 ) 

For personal information 588/ 2039 
Facilitating conditions Location disclosure on location-based social 

network application 
Koohikamali et al. (2015 ) 303/ 17,123 

Information search Usage of a location sharing application Beldad and Citra 
Kusumadewi (2015 ) 

655/ 1713 

Information dissemination Usage of a location sharing application Beldad and Citra 
Kusumadewi (2015 ) 

655/ 2469 

Character-based trust in LSA Usage of a location sharing application Beldad and Citra 
Kusumadewi (2015 ) 

655/ 6865 

Privacy concerns General information disclosure Taddicken (2014 ) 2,739/ 17,483 
Website specific privacy concerns Basic information disclosure Jia et al. (2015 ) 588/ 43,789 

For sensitive information 588/ 82,827 
Ease of SNS Privacy control Basic information disclosure Jia et al. (2015 ) 588/ 23,529 

For sensitive information 588/ 27,016 
Age Basic information disclosure Jia et al. (2015 ) 588/ 432,912 

For sensitive information 
Gender Basic information disclosure Jia et al. (2015 ) 432,912 
Trust in website General information disclosure Norberg et al. (2007 ) 68/ 51,097 

Table 41 – Predictor variables for protection behavior and privacy settings lacking statistical power. 

Predictor variable Outcome variable Primary study Actual N /required N 

Education Privacy-protective behaviors Park (2015 ) 
Social behavior 419/ 1066 

Household income Privacy-protective behaviors Park (2015 ) 
Technical behavior 419/ 1333 

Marriage Privacy-protective behaviors Park (2015 ) 
Technical behavior 419/ 1415 
Social behavior 419/ 5673 

Autonomy Privacy-protective behaviors Park (2015 ) 
Social behavior 419/ 3501 
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ontrol, so the lack of empirical evidence could be probably 
aused by the lack of empirical studies in the first place. 

.3.7. Quantum theory and the privacy paradox as method- 
logical artefact 
here are also few studies dealing with quantum theory or 

he privacy paradox as methodological artefact, apart from 

he research introduced in Section 3 . Again, further studies 
re needed to decide about the adequacy of the proposed 

odels and explanations. However, the results implicate that 
esearchers should indeed distinguish between privacy atti- 
ude and privacy concerns, as proposed by Dienlin and Trepte 
2015) . 

.4. Practical implications 

esearchers and developers can build on the results to sys- 
ematically construct privacy enhancing or privacy friendly 
echnologies. Since the behavioral intention was found to 
e one of the main drivers for privacy protection behavior,
 promising approach would be to focus on enhancing this 
ehavioral intention to protect one’s privacy. Behavioral in- 
ention, on the other hand, was found to be best predicted 

y service-specific characteristics and the user’s privacy con- 
erns or perceived risk, respectively. A first step would thus 
e to raise lay users’ awareness of privacy issues, e.g., through 

rivacy awareness campaigns or messages. A third factor for 
he user’s privacy intention relates to social considerations.
nother possible approach could therefore be to emphasize 

estrictive social privacy norms of peers and family members 
r focus on groups of users to collectively enhance their pri- 
acy behavior instead of individuals. However, the users’ in- 
ention to protect their privacy can only result in successful 
rotection behavior if they also know how to protect them- 
elves. Hence, it is important to provide them with knowl- 
dge of and the ability to use protection solutions as well. This 
ight be best achieved by addressing users with different lev- 

ls of technical expertise separately, as the number of years 
omeone has already interacted with the internet was also 
hown to be a valuable predictor of privacy protection behav- 
or. 
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However, privacy researchers and developers should not
only aim to implement factors related to privacy protective
behavior. It would also be worthwhile to take a closer look at
the factors that prevent privacy friendly behavior, for exam-
ple whether the user strives for certain benefits or discloses
data for a certain purpose like impression management. Pri-
vacy friendly alternatives need to provide the same core func-
tionalities the users value on the original products (e.g., gained
benefits and possibility for impression management) or only
a small part of users will trade their familiar products for pri-
vacy friendly ones in the long run. 

Further, privacy researchers can take the reported effect
sizes into account when planning their study designs and ex-
clude variables that have repeatedly shown to be negligible.
They could, on the other hand, also comprise all significant
variables in one model and conduct a comprehensive study
of user privacy behavior. We are currently conducting a study
which follows this approach. Last but not least, researchers are
encouraged to further investigate the possible predictor vari-
ables which could not be confirmed or rejected due to lacking
statistical power in the studies included in this review. 

5.5. Limitations 

Although a first step towards understanding the complex con-
struct of privacy behavior and attitude, the present study suf-
fers from several limitations. First, the literature search that
forms the basis of this review was not exhaustive and thus
presents only a first step towards understanding which vari-
ables are most relevant for the prediction of privacy attitude
and behavior. Further systematic reviews are needed to gain
a more comprehensive picture of the complex phenomenon
‘user privacy’. Also, the underlying body of literature might
suffer from publication bias, due to the general tendency in
research to preferably publish positive or significant results,
compared to negative or insignificant results. This should be
kept in mind when interpreting the results or planning user
studies on its basis. Furthermore, we focused on quantitative
results drawn from survey studies using regression analysis
and structural equation modeling, thereby omitting findings
not only from qualitative research, but also from quantita-
tive experimental studies which used other analyses meth-
ods, e.g., analysis of variance. It would be interesting to com-
pare the findings from these research approaches with the
present results. Last, we did not account for differences in the
quality or representativeness of the receptive studies. Future
reviews could for example weigh the particular effect sizes
based on study quality. 

6. Conclusion 

Several possible explanations for the privacy paradox can
be found in the literature. A closer look on the effect sizes
of the variables predicting either privacy attitude, concerns,
perceived risk, behavioral intention or behavior across dif-
ferent studies provides strong evidence for the privacy cal-
culus model and the influence of social factors on privacy
behavior. Further research is needed to evaluate the influ-
ence of prior experiences with privacy infringement and per-
ceived control about the disclosure and processing of the
disclosed data as well as the risk and trust model, quan-
tum theory and the possible explanation of the privacy para-
dox as a methodological artefact. Demographic variables were
only weak predictors of privacy attitude, behavioral inten-
tion or behavior. Only gender was found to predict privacy
behavior to some degree, with female users disclosing more
information. 

Although there is a multiplicity of survey studies concern-
ing user privacy in some way, it is difficult to draw overall con-
clusions, because in many cases the authors rely on slightly
different constructs (e.g., privacy concerns, website privacy
concerns, context specific privacy concerns). It is often not
clear how these constructs relate to each other: For exam-
ple, intention and willingness to disclose information could
possibly refer to the same construct or describe two theo-
retically distinct concepts. Furthermore, several variables like
consumer alienation and self-esteem were only investigated
in a single study. It would therefore be beneficial for the pri-
vacy research community to agree on a shared definition of
the relevant privacy constructs and further specify the rela-
tionship between these. 
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study formally stated the inclusion of this step in cleaning up the 

ilot involving respondents somewhat representative to the popu- 

lysis would be needed for a positive assessment. 
egardless if the reliability was assessed before (.e.g., in a pilot) or 
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